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Abstract 1.1. Malware
The Internet is a dangerous place. Bothiveaand Trojan horses, worms, spyware, and viruses damage

educated users routinely become infected with virusescomputer systems and users by disseminating personal
and accidentally run spyware despite widespread or confidential information, destroying or modifying
knowledge of such risks and how to avoid them. user’s files, using system resources, sending spam, and
Clearly, user education is a dead-end. Another ap- infecting other vulnerable systems.
proach is to finely limit what different applications can For example, if a user uses a vulnerable email reader
do so that viruses and malware can’t do any damage inand receives an email infected with the Sobig worm
the first place. We observed that system-call executiorfg], the user’s system will become infected. First,
is needed for viruses and malware to do any damage,the worm copies a binary executable and modifies the
so we developed iPoJ, a userpace sandboxing environ\Windows registry so that the worm runs every time
ment for Linux. With this, application and OS vendors Windows is started. Sobig then scans files on the user’s
can precisely define which system calls each applica-hard drive and any networked file systems for email
tion can execute and how. A properly iPoJ-protected addresses and then sends infected emails to the email
user exposed to a virus or spyware would escape cer-addresses it finds. Further, Sobig can download a pro-
tain death unharmed. gram from a master server and execute it on the host
system. The downloaded program runs with full user
privileges and can be used for all sorts of malicious
1. Introduction purposes.
The MyDoom worm works similarly and also in-
Untrusted applications are everywhere. Thé&vea stalls a key-logger program used to record passwords
user is vulnerable to trojan horses and spyware in-and credit card numbers|[7]. It also can launch a dis-
cluded in widely distributed and seemingly trustwor- tributed denial-of-service attack.
thy applications. Even experienced users are vulner- What these viruses have in common is that they use
able. Who inspects the source code before compil-system callso wreak havc@ Both programs have to
ing and running a free software application? What is gpenfiles and directories to read themxecutepay-
needed is a way to run a program in an “untrusted” or load binaries, andonnecto Internet sockets to spread
“sandboxed” environment, in which the environment themselves, and each of these requires executing a sys-
enforces fine-grained, highly configurable rules before tem call through the kernel.
executing potentially damaging code. This paper de-
scribes iPoJ, a user-space sandboxing environment for
Linux.

1And don't infect Linux systems ... but that’s not the point!



1.2. Stopping Malware 2. Background

A generic way to stop malware from spreading is  Linux, a UNIX clone, follows the simple security
to restrict the system calls that different programs canmodel of UNIX — protecting the system and its users
use, since on an operating system with protected memifrom each other. This is done mostly by giving each
ory, applications can do harm only through system process a private virtual memory space and by enforc-
calls. For example, a game could be restricted suching file-system permissions. The system is also pro-
that it can no longer access the network or files outsidetected by only allowing the superuser to execute sensi-
of its data directory. A user running an unknown ap- tive system calls. This security model does not protect
plication for the first time could run the application in a user from himself — that is, from code that he inad-
a very restrictive sandbox. vertently runs.

A sandbox mechanism that runs entirely in user
space is desirable for several reasons; it requires n&-1. Access Control
operating system modification or special privileges to
use. It can run as a standalone application or it can
be embedded in an existing application. For exam-
ple, an email client or a web-browser could open up
attachments or execute plugins inside a sandbox that®
the email client or web-browser controls. Policies can SIONS than the standard user-and-group model. Each
easily be specified for different applications and differ- file carries a list of users that are authorized to ac-

ent users. Finally, user-space sandboxing is portablg-€SS it and what permissions each user has. Capabili-
between different operating system versions. ties are associated with executable binary files. They

Consequently, if we can restrict the system calls thatSPECify which system facilities should be available to
an application can make, then we can prevent dam-tn€ program. For example, on Linux, the capability
age. On most UNIX systems, therace AP al- CAPNET.RAWdetermines whether the program can

use the low-level network interface to send non-TCP

lows for intercepting and filtering system calls. Al-
thoughptrace semantics vary widely from system ©F Non-UDP packets ardAP SYSTIME controls the
ability to set the system clock.

to system, most UNIX flavors implement the same ba- _ - 2) _ _
While capabilities and access control lists provide

sic functionality, including signaling &racer process ] ) ; ;
when atracedprocess executes a system call. To make fin€r grain control, they are still not fine enough, es-

use of this functionality, we create a sandbox processPecially when it comes to controlling network access.
which will be thetracer for all processes and threads FO" €xample, it is not possible to specify that the
in the untrusted application. mail cll_ent should be able to _communlcate only with
Since different applications need access to differentSMtP-uiuc.edu  andpop3.uiuc.edu . Also, us-
resources, sandbox policy must be configurable withi"9 ACLS requires creating a new user for each set of
flexible rules. We accomplish this with a chain of plu- Permissions the user wishes to create. If ysepob
gins implementing rules for different calls. wants to limit the files that Firefox can access, he cre-
In this work we have developed iPoJ, a configurable €S & new usejoebob-firefox , and always runs
user-space sandboxing tool that can be used to effect &"6f0x under that user. Furthermore, he must add
safer computing environment. The rest of the paper islo€P0P-firefox tothe ACL for each file that Fire-
organized as follows. Secti§ 2 discusses background©* iS allowed to access. This amounts to a lot of work
information and related work. Sectibh 3 discusses ourfOr @ partial solution.
implementation approach. Sectigns 4 ahd 5 present a
evaluation of our work, and Sectiph 6 concludes.

Many modern UNIX implementations do provide a
finer-grain security model includingapabilities[11]
and filesystemaccess control list{ACLs) [8, [15].
ACLs allow more freedom in specifying file permis-

%.2. Kernel-space Sandboxing

What we really want is the option to run each ap-
plication in a sandbox with a unique and fully con-
figurable security policy. One common approach to



building sandboxes is to insert routines in the kernel to Linux/x86). The operating system then suspends the
intercept system calls and apply filtering. untrusted process and signals the sandbox process in
Janus [[9], Systrace [13], Medusal [2], and RS- step 3 (according tptrace semantics). In step 4, the
BAC [3] are sandboxes that have both kernel and user-sandbox reads the system call arguments and decides
space components. The kernel component performavhether the call should proceed. Here the sandbox has
interception, and the user-space process performs filthree options: (1) allow the system call to proceed by
tering and signals the kernel module to either allow or resuming the calling process; (2) deny the system call
reject the call. Doing the interception in kernel space returning an error to the calling process; or, (3) mod-
offers freedom from race conditions (as described inify the arguments so that they are acceptable and then
Section2.}4), while filtering in user space makes de-resume the calling process. Finally, the result of the
bugging easier and allows the use of tools like PERL system call is returned to the untrusted application in
and TCL for rule processing. The Linux Security step 5.
Modules [1] framework provides hooks into ovEi0
different system events and provides a stable interface
on which to build kernel-space sandbox components.
Still, a kernel-space sandbox approach is unattrac-
tive to us because it requires the system administrator
to install and configure the sandbox. It also will be
less portable because it is using less stable kernel inter-
faces. Finally, it is more difficult to implement and test
a kernel sandbox, because kernel programming and
debugging is notoriously difficult. An alternative ap-
proach that we prefer is to use a user-space sandbox
built on theptrace API.

2.3. User-space Sandboxing

It is possible to implement a sandbox program en-
tirely in user space using the POSXrace API.
Existing programs such as Subterfugue [5], S4G [12],
and older versions of Janud [9] work this way. Essen-
tially, ptrace allows one process (the sandboxer) to
trace another (the sandboxed application). It can be
used to suspend the execution of the traced process
and inspect and modify its registers, code, and data. Its
primary use is in implementing a debugger, but it also
has features that allow one to build an efficient sand-
box. The Linux implementation has an option wherein ~ Figure 1. Flow of control between sandbox,
the traced process is interrupted before and after sys- untrusted process, and kernel.
tem call execution. This allows a sandbox to inspect
system call arguments and accept or reject the system
call.

Figure[] shows how the tracer intercepts and filters

calls. In step 1, the untrusted process writes the ar- While the basic idea optrace -based userspace
guments for the system call into registers and memory s, qhoxing is simple, we will see that subtle race con-
(according to the ABI). In step 2, the untrusted Process yitions threaten security.

invokes the system call (by executing 0x80 on

2.4. Pitfalls of User-space Sandboxing



2.4.1. Multi-threading Argument Race We are not aware of any pair of matching block-
ing and unblocking system calls in which one of the
calls is volatile, so suspending all other threads only
on volatile calls is an effective solution.

In a multi-threaded application, a subtle race condition
can occur as follows.

1. Thread A tries to make a system call with “safe”

parameters. 2.4.2. Fork—Attach Race
2. The sandbox intercepts the system call and vali- Another race condition is the fork-attach race. After a
dates the parameters as safe. fork system call executes, the sandbox may not im-

mediately attach to the child process. The child pro-
cess may get to execute for a small amount of time
before the sandbox can attach to it and enforce its poli-
cies. In this small amount of time, the child process
could do “malicious things” such as fork off another
4. The sandbox allows the system call to proceed process that the sandbox will never know about.

3. Thread B modifies the parameters to the system
call to something unsafe. It can do this because
threads A & B share the same virtual memory
space

To be vulnerable, some of the system call parame- . _ .
ters must reside in memory and not in registers. Al- Proposed Solution Our solution, and that used in

though the kernel system call interface requires all pa-Cther work; is to change the call frofork - toclone .
rameters to be in registers, some of these registers may neclone - call has an option to start the child process
be pointers to memory. The memory might contain a in a ptraced-mo<_je. The child processes registers are
string containing a filename, for example. System calls Widdled appropriately to make this operation transpar-
that use pointers for input arguments may be vulnera-&Nt:

ble to this attack. We call such system caltdatile

(see Appendik A for a complete listing). Other system 2.4.3. Filesystem Race

calls_that only use scalar arguments e_lre invuInerabIeThiS is the trickiest race to solve. There is a class of
to t_h|s attj‘_Ck’ ?S threads cannot modify each Othersattacks that uses symbolic links to break security. The
registers directly. race works as follows.

Proposed Solution When a volatile system call is 1. The sandboxed process tries to do a filesystem
to be executed, we temporarily suspend all the other system call that involves a path.
threads in the process, check the arguments, allow the
call to execute, then resume all the threads.

It would be simpler, albeit slower, to always sus-
pend all the other threads in the process when any sys-
tem call is executed rather than only when volatile calls 3. Another process, or another thread in the same

2. The sandbox looks up the path, follows all the
symbolic links until an absolute path is acquired,
and verifies the path.

are executed. It turns out that such a solution would process rep|aces one of the components in the
also be incorrect and could lead to deadlock. Develop- path with a symbolic link to point to a secure
ers often use bizarre forms of synchronization through region in the filesystem.

system calls. For example, [14] documents a com- _
mon technique of two threads synchronizing through 4. The sandbox approves the system call, which

paired blockingead and unblockingvrite calls to now uses an arbitrary unsafe pathname.

a shared pipe, or multiple threads synchronizing with

one thread throughrite andselect calls to multi- Proposed Solution We resolve all the symbolic links
ple shared pipes. If we were to suspend all threads in a@n a path before verifying it. We temporarily suspend
process group when a blockingad orselect call all other process threads before allowing the system
is executed, the unblockingrite call would never  callto proceed, so that no other threads can create sym-
get to execute, and we would have deadlock. links until the system call completes.



Our security model is not intended to protect an ap- 3.1. Compatibility
plication from other malicious applications, so we ig-
nore the possibility of an outside application manipu-  iPoJ provides extrinsic compatibility only. No sand-
lating the file-system to execute an attack. boxed application is allowed to cgitrace , as itis
From our reading, it seems that the only solution not clear how “nested” tracing works. Allowing child
to this is to either run all user processes in a sandboxprocesses to access this facility might enable them to
or use a kernel-space solution. Running all user pro-escape the sandbox. This restriction precludes nest-
cesses in a sandbox would require heavy system modiing iPoJ sessions or running a debugger in a sandbox.
fication, and the sandbox would clearly need superuseiMore subtly, it affords a malicious program a means
privileges. For example, the system would have to beof determining whether it is running under a sandbox;
reworked such that all user logins and scheduled jobsptrace calls will fail where they normally would not.
executed under the sandbox. Sshd, crond, etc., wouldA program may thus suppress malicious behavior to

all need to be modified. avoid raising suspicion when run under the sandbox.
However, the mere attempt at usipigace is enough
2.5. Security Model to reveal it as a possible threat.

Compatibility is also broken for applications that

Our system is designed to sandbox individual user use theSIGPWRsignal, since iPoJ uses this signal in-
process groups. The intention is that it could be usedternally. AlthoughSIGPWRwas originally intended to
for sandboxing individual programs that might be vul- indicate a power supply failure, infrequently-used sig-
nerable to attacks, e.g., web browsers, email clients,nals are in high demand and are being reclairadd
macro viruses, etc. Clearly, different applications hoc by application programmers. It is used, for ex-
should be given different privileges, which is simple ample, in the GCJ runtime, and thus GCJ applications
when each application has its own sandbox. When awill not run under iPoJ. A simple workaround would
process is executed under iPoJ, the rules apply transibe to allow the user to select on the command line the
tively to that application and all of its children. signal number (default SIGPWR that iPoJ will use

From our literature survey, it is clear that grand internally.
projects that attempt to sandbox the entire system, orat Nevertheless, the majority of applicatioae com-
least all user processes together, are difficult to imple-patible with iPoJ. We tested iPoJ with OpenOffice,
ment correctly. Many projects are vulnerable to subtle Firefox, Thunderbird, Evolution, Bash, NEdit, and
race conditions and others become difficult to install several other applications. Among these, we found no
and configure, defeating the purpose. Ours is simplecompatibility or stability problems.
enough that it could actually be used.

3.2. ptrace and Syscall Primer
3. Implementation
Since our system call interposition method is based

iPoJ is implemented in C++ and is designed to work onptrace , itis important to understand the capabili-
with the Linux 2.4 system call interface. This section ties thafptrace does (and does not) provide. Most of
describes the implementation details, starting with a GDB's functionality, except for breakpoiffiscomes
primer onptrace and the Linux system call inter- from ptrace calls. For our purposegtrace pro-
face. We then present the mechanisms for overcomingvides three key operations: (1) Receive notification
the fork—exec and argument-modification races. It iswhen a process enters or leaves a system call or re-
important to note that even though iPoJ is a userspacéeives a signal; (2) Get or set the register context for a
program, the system call and ptrace interfaces are sysprocess; (3) Get or set bytes in the traced process’s text

tem dependent. The rest of this discussion presume®r data segment. In (1), the tracing process, our sand-
Linux 2.4 on an x86 processor. box, is notified viavait() when an event occurs in a

%Breakpoints use code modification, replacing the target in-
struction withint 0x3



traced process. The traced process is then suspendedhallenge then is tooercethefork call to aclone
allowing the sandbox to use operations (2) or (3) to in a way that is transparent to the application.
inspect and manipulate its state before allowing it to  Linux passes all system call arguments in registers.
resume. Whereadork takes no argumentslone takes five.
With ptrace , creating a sandbox for single- This means that at the point ofark call in an appli-
threaded applications is straightforward. To treat cation, all of the registers that will be needed to hold
multi-thread and multi-process applications, one needsthe clone arguments may be live. Consequently, it
to understand some kernel-level details. First, threadss necessary to save the register context of the caller
are kernel-level entities and are scheduled just like pro-so that theclone arguments can be written. On re-
cesses. In fact, the same kernel functido,fork , is turn from the call, both in the parent and in the newly
responsible for creating both. Threads and processesreated child, the sandbox must restore the saved state.
alike are identified by a unique TID (task identifier). Failure to restore the registers to their values from be-
For processes, the TID and the familiar UNIX PID are fore the coercion would result in corruption of any
the same number. From now on, we will use “TID” registers that were live at the time of thark call.
and “task” where the entity could be a thread or a pro- The only register not overwritten during restoration is
cess and “PID” or “process” when it is definitely a pro- %eax, which holds the system call return value. The
cess. return codes fofork andclone are identical, so no
For iPoJ, the important difference between threadstranslation is required.
and processes is that threads have different signal- The only real challenge is how to find the correct
handling semantics. Each thread is associated with asaved state for each new child. The core of the prob-
thread group All threads created by a given process lem is that on Linux 2.4, there is no easy way to de-
are in that process’s thread group, and the creating protermine which task created another. So, as the newly
cess is thdeader When a signal is sent to a TID via created task emerges frattone , we must somehow
kill , it can be delivered tanythread in the group determine who created it so that we can restore the
and is guaranteed to also be delivered to the leadelpre-coercion state from the creator. One possibility is
PID. This poorly documented behavior caused endlesgo allow only one outstandinglone at a time. In
frustration, since iPoJ occasionally needs to signal athis case, the sandbox saves the state in a global loca-
specific TID. Kernel 2.4.20 introduced ttell call, tion on entry toclone , and the child claims it on exit
which does precisely that. A signal sent wikill from clone . As simple as this solution seems, ensur-
goes to the specified TID and to its leader PID. Itis be- ing a single outstandingione would complicate the
cause of the dependence il that iPoJ requires  control logic. Instead, the sandbox allows an arbitrary

kernel version 2.4.20 or higher. number of in-flightclone calls and uses a free regis-
ter to pass the child a pointer to an in-memory copy of
3.3. Fork Coercion the saved registers. The child then uses the pointer to
grab the saved register image, restore it, and free the
All UNIX-like systems support thefork call, associated memory.

which creates a new process by logically copying the In the register-starved x86 architecture, finding a
current process image. Linux also implements a moreregister in which to store a pointer to the saved regis-
flexible clone call, which creates a new task that ter image is a problem. All of the integer registers are
optionally inherits memory regions, open files, signal pressed into service in the ABI for passicigne ar-
masks, and ptrace status from its parent. It is thereforeguments, so we store the pointer at the top of the float-
possible to “emulatefork with clone . ing point register stack. Since cloned children inherit
When we replacefork with the appropriate the floating point as well as integer register values from
clone and request that the child inherit the parent’s their parent, this works fine; the newly cloned child has
ptrace status, we sidestep the fork—attach race. If thethe pointer at the top of its floating point register stack
parent was in the sandbox, then it was being traced andhs it emerges froralone . The only disadvantage is
tracing of the child will commence immediately. The thatiPoJ only works on systems with a hardware FPU.



3.4. Avoiding Data Races volatile request can proceed. This is achieved by send-
ing a special signalJIGPWR to each task irlJ and
Section[2 described the idea wblatility. When  then transitioning to the “barrier” state. When a traced
iPoJ receives a system call entry event from one of itstask receives a signal, the kernel stops it and notifies
children, it determines whether the request is volatile the tracer viawait . In the barrier state, the sand-
through a lookup on the syscall number, but it does box waits until all tasks have stopped. To ensure that
not filter the call right away. Instead, it places the TID all tasks will eventually respond 8IGPWRand stop,
of the requester into one of two sei: if the request  iPoJ intercepts calls to all functions that can change
is nonvolatile ofV if it is volatile. In addition, iPoJ  signal masks or handlers and ensures that nobody in-
maintains the setU of all tasks in the sandbox. After terferes with the sandbox’s use SIGPWR
each event, the sandbox invokes a state machine that When all tasks are stopped, the sandbox enters the
examines both sets to determine which call should be“volatile” state. Here, it selects and filters a syscall
processed next. from V and waits for the call to return before filter-
Figurg 2 depicts the iPoJ state machine. When in theing the next volatile request. Consequently, volatile
nonvolatile state, requests from tNeset are retrieved, tasks execute exclusively of all other tasks. Once the
filtered, and allowed to proceed concurrently. In this V request pool is empty and request arrives, the
state, thread level parallelism is fully exploited on a sandbox transitions back to the “nonvolatile” state and
multiprocessor machine; the only point of serialization resumes concurrent execution. Note that the transition
is the filtering itself. logic is designed to minimize the number of barrier
operations, which have time complexity{n) in the
number of tasks.

3.5. Rule Infrastructure

iPoJ implements a simple chain-based rule struc-
ture, where rules are implemented as dynamically
loadable libraries.6o files). The user sets an envi-
ronment variablelPOJ _RULES before starting iPoJ.
The variable contains a list of colon-delimited mod-
ule names. Each module providestaeck _rule()
method that returns a boolearye if the rule allows
the call orfalse if it does not. The register con-
text is passed to the rule, and the rule can use addi-
tional ptrace functions to examine the task’s mem-
ory space. We also provide helper functions that use
theptrace API to copy common data types from the

barrier

NUV #U N#OVV =0 task's memory space. If all of the rules in the chain
returntrue , then the sandbox allows the call to pro-
Figure 2. Transitions between volatile and ceed. If one of the rules returfislse , then the sys-
normal execution modes. The sets V, N, tem call is aborted.
and U represent tasks with volatile requests, To abort a call, the sandbox first converts the call
tasks with nonvolatile requests, and all tasks, to an innocuougletpid call by changing the value
respectively. in %eax. It then sets the state of the child to “abort-

ing”. On return fromgetpid , the sandbox places the

. -EPERMreturn code ifoeax. To the user application

WhenN becomes empty, the sandbox must begin . . '
4 g it appears as though the denied call suffered a standard

filtering volatile requests if any are waiting. In this . . e )
case, it must cause all tasks to stop before the firstUNIX permission denied” failure. The child process

7



continues running and handles the error normally. Op-with paths that need to be resolved, the sandbox could
tionally, the rule may also print a warning to the user replace the system call with a call tealpath()
alerting him of suspicious behavior. A sample rule for abort the system call, rewind the program counter by
filtering open calls with regular expressions is shown one instruction, and resume the task. The task would
in AppendiqB. then executaealpath() in its own context and
store the result in a memory segment shared with the
sandbox. After completion aealpath , the sand-
box would replace the original code for the system

Some additional work would be required before a call, adjust the program counter, and resume the child
full-featured version of iPoJ is ready for release. First once again. The child would then re-execute the sys-
in the list of missing features {gath resolutionWhen  tem call and the sandbox could inspect the resolved
a filename is passed to a system call, the file oftenpaths stored in the shared memory segment. While se-
contains relative paths (e.tfoo" or "../foo" ). cure, this technique obviously involves a large amount
Additionally, paths may contain symbolic links. To of overhead (due to invalidating the I-cache) and im-
filter filesystem operations, it is necessary to resolve plementation effort.
the full absolute path for each of the operation’s argu-
ments. Currently, all of the rule modules see only rela- 4. Experimental Setup
tive paths, and we must forbhdir andfchdir if
we wish to filter file names. Evaluating iPoJ is not an easy task. We cannot eval-

Two possible solutions are as follows: (1) Let the uate iPoJ with benchmarks like SPECint or SPECfp
sandbox track the current working directory of each because they use very few system calls. Moreover,
child. Upon intercepting a filesystem operation, it uses iPoJ is targeted to the average desktop user and, con-
the working directory to resolve the full path. (2) Be- sequently, a 10% slowdown imcf would not be
fore each filesystem operation, force tttéld to exe-  too meaningful for him. Therefore, we created three
cute therealpath() library function on each argu- benchmarks that try to capture what a desktop user
ment. While (1) is a simple solution, it involves mir- does and, at the same time, stress iPoJ in different
roring state (the current working directory) in the sand- ways:
box, and incorrectly mirroring state is a major source
of security holes[[9]. Even though it seems that only
two system callsdhdir andfchdir ) can change
the working directory, this is difficult to prove.

To illustrate the subtleties associated with mirrored
state, consider the following example. Two processes
P and @ are executing in the sandbdx The cur-
rent working directory is/P" for P and"/Q" for
). Next, @ removes'/P" and creates a new direc-
tory by the same name. It then adds a fibar" to
the directory. FinallyP does an operation dtbar" . e TunesBench: One of the most common uses of

3.6. Unimplemented Features

e FoxBench: FoxBench uses Firefox to browse
through fifty websites. Firefox waits ten seconds
on each page before loading the next. The pages
are a mix of simple pages, pages with lots of an-
imations and Flash, secure pages and pages with
lots of images. FoxBench is executed five times
and each run goes through the list of pages five
times, cleaning the cache only for the first run of
each execution.

The sandbox might interpret this as an access to the
same'/P/bar"  that() created, but this is incorrect!
There is no file nametbar" in QQ's version of'/P"
It is not immediately clear whether this can be a secu-
rity threat, but it does demonstrate the possibility of
unanticipated behavior.

Solution (2) then is vastly preferred from a security
standpoint. It could be implemented with binary mod-
ification as follows. After encountering a system call

desktop computers nowadays is to listemtp3
music. TunesBench converts a one hour long, 44
khz, 160 kbpsmp3file into a wav file. It hides
hard drive latency by warming up the disk cache
before the first run and by writing its output to
/dev/null This process is repeated 20 times.

SpotBench: SpotBench uses the UNiixd
utility to search for file names matching a regu-
lar expression. SpotBench traverses a directory



containing about fifty thousand files five times open or connect , which wasfiltered. Although it
per run, looking for a different file each time. requires no filteringread is called very frequently.
We execute SpotBench fifteen times. As a result, TunesBench is likely to experience slow-
downs because of the overhead introduced by iPoJ in

e WorkBench: WorkBench opens a complex of- he system call interception process. Finally, Work-
fice document in OpenOffice and measures the ganch's behavior is similar to FoxBench.

startup time. It repeats the experiment 15 times

and discards the first run. 5.2. Performance

We run iPoJ with two rule modules—one disallows . .
. . . We consider two aspects when we evaluate the iPoJ
theunlink  call entirely, and another interceptpen

: performance: wall-clock execution time and total CPU
calls and allows or disallows them based upon the type,. . .
time. Figurg B shows the normalized wall-clock exe-

of access reguwed (read, yvrlte, read/vynte) and a 9" ution times and Figurig] 4 breaks down the CPU time
ular expression over the filename. This rule requires ” .
of each benchmark into system and user time.

copying the string containing the pathname from the
traced application usingtrace calls.

1.4 Normal

5. Evaluation : — — iPojed

5.1. System Call Interface Usage

Absolute Wall Time
o
i

o
*

To evaluate iPoJ, we first analyze how the different
benchmarks use the system call interface and then we 02-
evaluate iPoJ’s performance. o1

Table[1 shows, for each benchmark, its five most
used system calls. Volatile system calls are shown
in bold-face. We can see that the five most-used
system calls in FoxBench are nonvolatile, so we
should expect a very small overhead from thread- ) ) o
suspension in multiprocessor systems. Another in- Figure 3. Normalized execution time for nor-
teresting aspect of FoxBench is that half of the calls Mal and sandboxed executions.
are togettimeofday . The reason for this is that
FoxBench is an X application and X applications call As expected, a sandboxed FoxBench has only a
gettimeofday  very frequently to measure the time 1.2% wall-clock execution time overhead. Even
between Ul events. Notice that this does not representhough both system and user CPU time increase, net-
a problem for iPoJ agettimeofday  is nonvolatile ~ work delays hide iPoJ’s overhead and, therefore, the
and it does not need to execute exclusively. user will not notice any difference. The other bench-

On the other hand, three of the five most-used sys-marks do not behave as well.
tem calls in SpotBench are volatile. Since SpotBench More than 60% of the system calls executed in Spot-
is a single-threaded application, iPoJ will not need to Bench are volatile This, however, is not the reason why
suspend other threads when handling volatile calls.  SpotBench runs over twice as slow under iPoj, as Spot-

TunesBench is interesting because almost all of itsBench is a single-threaded benchmark. The real rea-
system calls areead s. Theread call is nonvolatile;  son s that the frequently executeden calls generate
in fact, it requires no filtering at all. Since the call several extrptrace calls under iPoQur rule for val-
requires an open and readable file descriptor to specidatingopen calls executes severptrace calls to
ify the file to read from, we can rely solely apen read the filename parameter in 4-byte chunks. Each of
filtering. In other words, any valid descriptor that is these calls involves a context-switch from user-space
passed taead was at some point initialized by an to kernel-space and back. Validating a small 32-byte

Avg

FoxBench
SpotBench
TunesBench
WorkBench
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FoxBench SpotBench TunesBench WorkBench
S.C. # % S.C. # % S.C. # % S.C. # %
gettimeofday| 212867 | 49.09 Istat64 20071 | 40.99 | read | 214706 | 99.9667 read 8491 | 23.76
read 38194 | 8.81 chdir 7048 | 14.22 | open 31 0.004 | gettimeofday| 4569 | 12.78
futex 35774 | 8.25 | getdents64| 6941 | 14.11| stat 8 0.003 Iseek 3496 | 9.7834
write 32254 | 7.43 open 3492 | 7.12 | brk 7 0.003 write 3032 | 8.48
poll 30223 | 6.97 fentl64 3471 | 7.08 | write 5 0.002 futex 2747 | 7.69

Table 1. Five most used system calls of each benchmark and how many times they were called.
Volatile calls are in bold.

filename requires 16 extra switches between user andlowns. Applications that execute mostly volatile calls
kernel mode, and most of the filenames handled insuffer heavy slowdowns, since rules used to verify
SpotBench are much longer than 32 bytes. Filtersvolatile calls are very slow.

which validate parameters in volatile calls will usually

require copying data from user applications and incur 6. Conclusion

similarly high overheads.

Viruses, worms, bacteria, and parasites are the
scourge of computer users everywhere. For every
worm and virus out there, there is a grande project
available in alpha form claiming to provide a Tefléh
shield protecting the rige user from anything and ev-
erything.

We have presented iPoJ, a user-space sandboxing
environment for Linux. It uses the existimmrace
0 API and so does not require any kernel modification.
Most of all, it is simple and practical, and, therefore,
easy to verify.

We have demonstrated how avoid common sand-
boxing pitfalls. We have shown that the performance
impact is unnoticeable to the common user. iPoJ won't
solve all user problems — we can do little to fix bro-
ken backlights or frayed Firewire cables — but iPoJ

TunesBench runs 14% slower under iPoJ. Unlike &N make life a little safer for all the Internet users out
' there.

SpotBench, where the overhead comes from pars-
ing the system call arguments, TunesBench suffers .

slowdowns from repeatedly executing tread sys- A. Volatile Calls
tem call. Althoughgettimeofday in FoxBench
is called as many times a®ad in TunesBench,

User — Normal
System — Normal
175 User - iPojed

15 System - iPojed
1

Normalized CPU time

o o o
n

FoxBench
SpotBench
TunesBench
WorkBench

Figure 4. Normalized user and system CPU
time for normal and sandboxed executions.

Out of 246 system calls in Linux 2.4.20, only

. the following 45 are volatile: open, creat ,
FoxBench runs for a much longer time and can use the . . .
. . link , unlink , chdir , mknod, chmod,
idle cycles from the network delay to hide the over- .
. . Ichown , mount, umount, utime , access ,
head. Because TunesBench spends very little time . .
. S . rename, mkdir , rmdir , umount2, chroot |,
in kernel mode when executed outside iPoJ, Figlre 4Si suspend siqpendin svmlink
shows that most of the overhead comes from system gsusp ' sigp 9 y '
CPU time readlink , wuselib , swapon, truncate ,
What we observe is that applications that executes'[ﬁmcs , Stat , lIstat , swapoff , sysct ,
chown, truncate64 , stat64 , Istat64

mostly non-volatile system calls suffer modest slow- .
y y Ichown32 , chown32, pivot _root , setxattr

10



Isetxattr , getxattr Igetxattr ,
listxattr , llistxattr , removexattr
[removexattr , socketcall

B. Sample Rule

int check_rule(int syscall_num, pid_t pid,
struct context* const state)

int allow = 1;
if (syscall_num == __NR_open) {
char fn[256];

if

(copy_n_string(fn, sizeof(fn),
pid, state->iregs.ebx) < sizeof(fn)) {
switch(state->iregs.ecx & 0x3) {
case O_RDONLY:
if (regexec(&read_rx, fn, 0, NULL, 0) != 0)
allow = 0;
break;
case O_WRONLY:
if (regexec(&write_rx, fn, 0, NULL, 0) != 0)
allow = 0;
break;
case O_RDWR:

if (regexec(&read_rx, fn, 0, NULL, 0) != 0 ||
regexec(&write_rx, fn, 0, NULL, 0) != 0)
allow = 0;
}
if (allow == 0)
fprintf(stderr, "denying open: %s\n", fn);
} else {
fn[255] = "\0%;
fprintf(stderr, "str too long: %s\n", fn);
return 0;
return allow;
}
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