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“WATCHED" MEMORY LOCATIONS OR OBJECTS. ACCESS TO ANY SUCH

LOCATION AUTOMATICALLY TRIGGERS THE MONITORING FUNCTION IN THE

HARDWARE. RELATIVE TO OTHER APPROACHES, IWATCHER DETECTS MANY

REAL BUGS AT A FRACTION OF THE EXECUTION-TIME OVERHEAD.

e o o ¢ o ¢ Recent impressive advances in micro-
processor performance have failed to deliver
significant gains in ease of software debugging.
Given that software bugs account for as much
as 40 percent of computer system failures' and
cost the US $59.5 billion annually—0.6 per-
cent of the gross national product®—this lapse
represents a major shortcoming in state-of-the-
art microprocessors.

Current debugging techniques consist
largely of static tools and dynamic monitors,
both of which have significant limitations.
Static tools®® analyze programs statically.
Because they suffer from aliasing problems
and other compile-time limitations, especial-
ly for C/C++ programs, many bugs often
remain in the software even after aggressive
static checking. Dynamic monitors—includ-
ing Purify,” Valgrind (http://valgrind.kde.org),
Intel’s Thread Checker (http://developer.intel.
com/software/products/threading/tcwin),
DIDUCE,? Eraser,” and CCured,'*!'—are
more effective in that they base the analysis
on actual execution paths and accurate values
of variables and aliasing information. How-
ever, most dynamic checkers are often com-
putationally expensive, some slowing down
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the program by a factor of 6 to 30.* With
these slowdowns, some timing-sensitive bugs
may never occur. Another drawback is that
most dynamic checkers rely on compilers or
preprocessing tools to insert instrumentation.
These tools are limited by imperfect variable
disambiguation, which may cause them to
miss accesses to monitored locations. As a
result, they often catch bugs much later than
their actual occurrence, which makes it hard
to find the bugs’ root cause. The sidebar “A
Limitation of Software-Only Dynamic
Checkers” shows the consequences of imper-
fect variable disambiguation.

The state of the art in microarchitectural
support for software debugging is limited
largely to watchpoints, as in the IA-32 archi-
tecture and to event or branch trace buffers, as
in the IA-32 architecture and Pentium 4.
Watchpoints, such as those that Intel’s x86
and Sun’s SPARC support, trigger an excep-
tion whenever the program accesses a pro-
grammer-specified  memory  location.
Although a good beginning, watchpoint-
based tools tend to suffer from high overhead,
since they trigger the exception mechanism
disrupt  application

and execution.
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Consequently, they are unusable for produc- . . .
A limitation of software-only dynamic checkers

time. Moreover, current architectures support Software-only dynamic checkers are limited by imperfect variable disambiguation, as the
only a handful of watchpoints. The Intel x86,  following C code illustrates:

tion runs, where checks must be on all the

for example, supports only four. int x, *p;
Branch or event-trace buffers are also poten- /* assume invariant: x == 1 */
tially useful for certain types of debugging,
such as providing more program state infor- p = foo(); /* a bug: p points to x incorrectly */

mation in a crash. They do not provide, how- *p = 5; /* line A: unintended corruption of x */
ever, highly processed information that could
truly boost a microprocessor’s debugging InvariantCheck(x == 1); /* line B */
Capability. z = Arrayl[x];

Some recent research that proposes R
microarchitectural support for software Although x is corrupted in line A, the bug is not detected until the invariant check at line
debugging, such as ReEnact'? or the Flight  B. Itis hard to perform perfect pointer disambiguation, so a dynamic checker is not likely to

Data Recorder, is promising, but these tech-  know that it must insert an invariant check right after line A, and the bug will remain unde-

niques are expensive and offer limited bug
coverage.

To address the shortcomings in these exist-
ing approaches, we propose Intelligent Watch-
er (iWatcher), a combination of hardware and
software support that can detect a large vari-
ety of software bugs with only modest hard-
ware changes to current processor
implementations. iWatcher lets programmers
associate automated debugging tools moni-
toring functions to memory locations or
objects. Access to any such watched location
automatically triggers the monitoring func-
tion in hardware with very low overhead and
without generating an exception.

As Table 1 shows, iWatcher compares favor-
ably with existing debugging approaches.

¢ It monitors a// accesses

tected. In contrast, iWatcher detects the bug in line A.

hardware automatically triggers the
monitoring functions with minimal
overhead.

o Itisflexible in that it supports any checks
that the programmer codes. It is also lan-
guage independent and cross-module
and cross-developer.

* It can optionally leverage thread-level
speculation (TLS) to hide monitoring
overhead and support program rollback.
With TLS, a monitoring function exe-
cutes in parallel with the rest of the pro-
gram, and can roll back the program if it

finds a bug.

to the watched memory
locations. Consequent-
ly, it catches hard-to-find
bugs such as updates

Software-only
dynamic

Hardware

Table 1. How iWatcher compares to popular debugging approaches.

through stray pointers Feature monitoring* watchpoints** iWatcher
and stack-smashing | Checks all monitored Very hard to ensure because Yes Yes
attacks that viruses com- locations and of aliasing and incomplete
monly exploit. It is very only those? information
effective for bugs suchas | Language independent, ~ Typically no Yes Yes
buffer overflow, memo- cross-module and
ry leaks, uninitialized cross-developer?
reads, or accesses to freed Execution-time Varies, but typically high High; checks are Low
locations. overhead? interrupt driven

e It has low overhead | Flexible? Yes No; only a few Yes

because it monitors only

watchpoints

true accesses to the
watched memory loca-

tions, and because the

* Includes assertions and automatic checkers such as DIDUCE.

** Such as those supported by Intel’s x86 and Sun’s Sparc.
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Figure 1. iWatcher hardware architecture. White areas indicate original hardware; gray
areas, the hardware that i\Watcher implementation requires.

IWatcher interface

Programs can turn the monitoring of a mem-
ory object on and off with iWwatcheron () and
iWatcherOff (), system calls that the com-
piler, instrumentation tools, or programmer can
insert into programs. The interfaces of
iWatcherOn () and iWatcherOff () are

e iWatcherOn (MemAddr, Length,
WatchFlag, ReactMode, Moni-
torFunc, Paraml, Param2, ...
ParamN)

¢ iWatcherOff (MemAddr, Length,
WatchFlag, MonitorFunc).

When called, iWatcheron () associates
monitoring function MonitorFunc () to the
memory object that begins at MemAddr and
has size Length. MonitorFunc () takes
arguments Paraml, Param2, ...
ParamN. WatchFlag specifies what types of
accesses to this memory object (read, write,
or both) will trigger MonitorFunc ().

ReactMode determines the action the pro-
gram will take at runtime if the monitoring
function detects a bug. (We describe this in
more detail later.)

After the program calls iwatcheroOff (),

accessing the object with WatchFlag no
longer invokes MonitorFunc ().

In general, a program can associate multi-
ple monitoring functions to the same object,
and when that object is accessed, all the asso-
ciated monitoring functions execute. Pro-
grammers can remove individual monitoring
functions as needed.

iWatcher implementation

iWatcher uses a combination of hardware
and software. Logically, it has four compo-
nents. The first detects accesses to monitored
locations (triggering accesses). For this,
iWatcher uses two structures, as Figure 1
shows: WatchFlags in both level 1 (L1) and
level 2 (L2) cache lines to detect accesses to
small monitored memory regions, and a small
RangeWatch Table (RWT) to detect accesses
to large monitored memory regions. The sec-
ond of iWatcher component keeps a common
entry point for all monitoring functions. For
this, the processor provides the
Main_ check_function register. As the
third component, the software manages the
associations between watched locations and mon-
itoring functions. Finally, programmers can opt
to use TLS, which hides monitoring overhead



by executing a monitoring function in paral-
lel with the rest of the program, and adds ease
of use by supporting program rollback if the
monitoring function finds a bug.

As Figure 1 shows, each cache line has two
WatchFlag bits per word: one for read moni-
toring and one for write monitoring. If the read
(write)-monitoring bit is set for a word, all loads
(stores) to this word trigger a monitoring func-
tion. The Main_check_function register
holds the address of the Main_
check_function (), which is the common
entry point to all program-specified monitoring
functions. iWatcher also has a Victim WatchFlag
Table (VWT), which stores the WatchFlags
for lines of small watched regions that have at
some point been displaced from the L2 cache.

The RWT is a set of registers that detect
accesses to large (multipage) monitored mem-
ory regions. Each RWT entry stores the
region’s start and end virtual addresses plus
the watchFlag bits. The RWT prevents
lines in large monitored regions from over-
flowing the L2 cache and the VWT. These
lines are not loaded into the caches in an
iWatcheron() call. The watchFlags
of these lines do not need to be set in the
caches.

A software table, Check Tible, stores detailed
monitoring information for each watched
memory location, including Memaddr,
Length, WatchFlags, ReactMode, Mon-
itorFunc, and Parameters. An
iWatcherOn/Off () call adds/removes an
entry to/from Check Table.

When a triggering access occurs, the hard-
ware saves the architectural registers and the
program counter, and then sets the program
counter to the address in the Main_check_
function register. The Main check_
function () searches Check Table and calls
the monitoring function(s) associated with
the accessed location.

Finally, using iWatcher requires enhancing
the processor core with a Trigger bit for each
reorder buffer (ROB) entry, and two Watch-
Flag bits for each load-store queue entry.

Watching a range of addresses

When a program calls iwatcheron () for
a memory region as large as or larger than
LargeRegion, iWatcher allocates an RWT
entry. If the RWT already has an entry for this

region, iWatcheron () updates the entry’s
WatchFlags. If, instead, the region is small-
er than LargeRegion, iWatcher loads the
watched memory lines into the L2 cache (but
not into the L1 cache, to avoid polluting it).
As it loads a line from memory, iWatcher
accesses the VWT to read-in any old watch-
Flags. It then sets the L2 line’s WatchFlag
bits to be the logical OR of the old and new
values. In all cases, iwatcheron () also adds
the monitoring function to Check Table.

Detecting triggering accesses

The hardware can identify a triggering access
at two points: early in the pipeline when it
checks the RWT in parallel with the translation
look-aside buffer (TLB) lookup, or later in the
pipeline when it accesses the memory system
and checks the WatchFlags in the cache.

A load can access the memory system before
reaching the head of the ROB. As a load reads
the data from the cache into the load queue,
it also reads the WatchFlag bits into the load
queue entry (unless the hardware has already
read them from an RWT entry). If the
WatchFlag bits indicate that the load is a
triggering one, the hardware sets the Trig-
ger bit in the load’s ROB entry. When any
instruction reaches the head of the ROB and
its Trigger bit is set, the hardware triggers
the corresponding monitoring function.

Typically, a processor does not send a store
to the memory system until that store reach-
es the head of the ROB. At that point, the
hardware immediately retires the store, but
the store can still cause a cache miss. Conse-
quently, the processor might have to wait a
long time to know if the store is a triggering
access. During that time, the processor can-
not retire any subsequent instruction because
the processor may have to trigger a monitor-
ing function. To reduce this delay, iWatcher
changes the microarchitecture so that as soon
as the processor resolves a store address early
in the pipeline, the hardware issues a prefetch
to the memory system. The prefetch reads the
data into the cache, brings the watchFlag
bits into the store queue entry, and may set
the Trigger bit in the ROB entry. With this
support, the processor is much less likely to
have to wait after the store reaches the head
of the ROB. We provide more details about
this elsewhere.!
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Executing monitoring functions

When the hardware retires a triggering load
or store, it automatically saves the architec-
tural registers and the program counter, and
redirects execution to the address in the
Main_check_function register. After the
monitoring function completes, execution
resumes from the saved program counter.

As an optimization, programmers can lever-
age TLS mechanisms. Specifically, when the
hardware retires the triggering access, it could
automatically spawn a new microthread to
speculatively execute the rest of the program
in parallel with the microthread that executes
the monitoring function nonspeculatively.
TLS would track data dependencies between
the monitoring function and the rest of the
program, and any violation would result in
the rollback of the speculative microthread to
right after the triggering access.

With or without TLS, iWatcher triggers
monitoring functions in hardware. iWatcher
can skip the operating system because moni-
toring functions do not depend on any resource
management in the system; moreover, they are
not executed in privileged mode and, in addi-
tion, are in the same address space as the mon-
itored program. Therefore, a “bad” program
cannot use iWatcher to mess up other programs.

Reaction modes

If the monitoring function detects a bug,
different actions take place depending on
ReactMode, one of the pieces of information
in iWatcheron (), as we described earlier.
ReactMode can be ReportMode, Break-
Mode, and RollbackMode. In Report-
Mode, the monitoring function reports the
check’s outcome and lets the program con-
tinue. This mode, which is for profiling and
error reporting, does not interfere with pro-
gram execution.

In BreakMode, if the monitoring function
detects an error, the program pauses at the
state right after the triggering access, and con-
trol passes to an exception handler. Users can
attach an interactive debugger to find more
information.

Finally, in RollbackMode, the program
rolls back to the most recent checkpoint, typ-
ically much earlier than the triggering access.
This mode requires checkpointing and roll-
back support. This mode supports transac-

tion-based programming or the replay of a
code section to analyze a bug.

Key results

To analyze iWatcher’s features, we simulat-
ed a system with a four-context simultaneous
multithreading processor and iWatcher hard-
ware. We used this setup to compare iWatch-
er’s functionality and overhead to those of
Valgrind, a well-known software-only dynam-
ic checker. Valgrind is an open-source mem-
ory debugger for x86 programs. We used
seven applications that contained various real
or injected bugs, including buffer overflow,
memory leaks, accesses to freed locations,
stack smashing, and invariant violations. We
added five new applications with real bugs rel-
ative to earlier work."

Table 2 compares Valgrind and iWatcher in
ReportMode without TLS. For each of the
buggy applications considered, the table shows
if the schemes detect the bug and, if so, the
overhead they add to the program’s execution
time. iWatcher detects all the bugs considered,
while Valgrind detects only a fraction. For bugs
that both iWatcher and Valgrind detected,
iWatcher adds only 4 to 179 percent overhead;
the program slowdown is 17 to 165 times
smaller than that with Valgrind. More details
and experiments are presented elsewhere."

e are in the process of extending this

work in several ways. First, we plan to
compare iWatcher to other dynamic checkers
beyond Valgrind. Moreover, we will evaluate
iWatcher for multithreaded programs, which
often exhibit hard-to-debug bugs such as data
races and deadlocks. Finally, we plan to test
more applications, especially large server pro-
grams, with real bugs, and are in the process
of upgrading our simulation infrastructure
accordingly. Heho
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