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Recent impressive performance improvements in computer architecture have not led to significant
gains in ease of debugging. Software debugging often relies on inserting run-time software checks.
In many cases, however, it is hard to find the root cause of a bug. Moreover, program execution
typically slows down significantly, often by 10-100 times.

To address this problem, this article introduces the Intelligent Watcher (iWatcher), a novel
architectural scheme to monitor dynamic execution automatically, flexibly and with minimal over-
head. iWatcher associates program-specified monitoring functions with memory locations. When
any such location is accessed, the monitoring function is automatically triggered with low overhead.
To further reduce overhead and support rollback, iWatcher can optionally leverage Thread-Level
Speculation (TLS). The iWatcher architecture can be used to detect various bugs, including buffer
overflow, accessing freed locations, memory leaks, stack-smashing and value-invariant violations.
To evaluate iWatcher, we use seven applications with various real and injected bugs. Our results
show that iWatcher detects many more software bugs than Valgrind, a well-known open-source
bug detector. Moreover, iWatcher only induces a 0.1-179% execution overhead, which is orders
of magnitude less than Valgrind. Our sensitivity study shows that even with 20% of the dynamic
loads monitored in a program, iWatcher adds only 72-182% overhead. Finally, TLS is effective at
reducing overheads for programs with substantial monitoring.

Categories and Subject Descriptors: B.8Pkifformance and Reliability]: Reliability, Testing, and Fault-
Tolerance; D.2.5%oftware Engineering: Testing and Debugging-Bebugging aids

General Terms: Design, Reliability
Additional Key Words and Phrases: Architectural Support, Software Debugging, Dynamic Mon-
itoring, Thread-Level Speculation (TLS)

An earlier version [Zhou et al. 2004] of this article appearthe 31th ACM International Symposium on Com-
puter Architecture (ISCA2004). This article expands onftiilowing aspects: First, Section 6 is newly added
to describe how to detect different types of bugs; Secon&eictions 7 and 8, five more applications with real
bugs (introduced by the original programmers) are used iregaluation. Using these real bugs demonstrates
that the proposed iWatcher architecture and bug detectahads (Section 6) are useful for real-world software;
Third, Section 8.4 evaluates the effect of the number of atiicead contexts in the processor on iWatcher over-
head. This makes the evaluation more complete and gives goiti@nce on how many resources are necessary;
Finally, Section 9 discusses other uses of iWatcher, sugiedermance debugging, interactive debugging or
detection of other types of bugs not included in our evatumati
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1. INTRODUCTION
1.1 Motivation

Despite costly efforts to improve software-developmenthodologies, software bugs in
deployed codes continue to thrive, often accounting for mstnas 40% of computer sys-
tem failures [Marcus and Stern 2000]. Software bugs carh@gstems, making services
unavailable or, in the form of “silent” bugs, corrupt infoation or generate wrong outputs.
According to NIST [National Institute of Standards and Trdolgy (NIST), Department of
Commerce. 2002], software bugs cost the U.S. economy anasti $59.5 billion annu-
ally, or 0.6% of the GDP!

There are several approaches to debug codes. One apprdagierform checks stati-
cally. Examples of this approach include explicit modelatieg [Musuvathi et al. 2002;
Stern and Dill 1995] and program analysis [Choi et al. 2002g|Er and Ashcraft 2003;
Hallem et al. 2002]. Most static tools require significamolvement of the programmer to
write specifications or annotate programs. In addition,tretagic tools are limited by alias-
ing problems and other compile-time limitations. This ipe&dally the case for programs
written in unsafe languages such as C or C++, the predompragtamming languages
in industry. As a result, many bugs often remain in programeneafter aggressive static
checking.

Another approach is to monitor execution dynamically, witstrumentation inserted
in the code that monitors invariants and reports violatiagserrors. The strength of
this approach is that the analysis is based on actual erecptths and accurate val-
ues of variables and aliasing information. Examples of dyicamonitors include Pu-
rify [Hastings and Joyce 1992], Valgrind [Nethercote andv&e 2003], Intel Thread
Checker [KAl-Intel Corporation ], DIDUCE [Hangal and Lam@®], Eraser [Savage et al.
1997], CCured [Condit et al. 2003; Necula et al. 2002], ameotools [Austin et al. 1994,
Cowan et al. 1998; Loginov et al. 2001; Patil and Fischer 12995].

Unfortunately, most dynamic checkers suffer from two latiiins. First, they are often
computationally expensive. One major reason is their largigumentation cost [Hangal
and Lam 2002; Savage et al. 1997]. Another reason is thatmigneheckers may end
up instrumenting more places than necessary due to lackcofate information at in-
strumentation time. As a result, some dynamic checkers dlmmn a program by 6-30
times [Hangal and Lam 2002; Savage et al. 1997], which maltels ®ols undesirable
for production runs. Moreover, some timing-sensitive bogs/ never occur with these
slowdowns.

Second, most dynamic checkers rely on compilers or pregssing tools to insert in-
strumentation and, therefore, are limited by imperfectalde disambiguation. Conse-
guently, some accesses to a monitored location may be niigshe instrumentation tool.
Because of this reason, some bugs are caught much later themthey actually occur,
which makes it hard to find the root cause of the bug. The fallguC code gives a simple
example.

int x, *p;
/* assune invariant: x = 1 */

p =foo(); /* a bug: p points to x incorrectly */
*p = 5; /* line A corruption of x */
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I nvari ant Check(x == 1); [/* line B */
z = Array[x];

While x is corrupted in line A, the bug is not detected until the iimalr check at line
B. Due to the difficulty of performing perfect pointer disaigiation, it may be hard for a
dynamic checker to know that it needs to insert an invaribatk after line A.

To assist software debugging, several processor aranitecsuch as Intel x86 and Sun
SPARC provide support for watchpoints to monitor severagprmmer-specified memory
locations [Intel Corporation 2001; Kane and Heinrich 198PARC International 1992;
Wahbe et al. 1993]. When a watched memory location is acdeise hardware triggers
an exception that is handled by the debugger. It is then upe@togrammer to manually
check the program state. While watchpoints are a good rsgapiint, they have several
limitations. First, they do not suppddw-overheadchecks on variable valuesitomati-
cally. Since exceptions are expensive, it would be very ineffidiense them for dynamic
bug detection during production runs. Second, most arcthites only support a handful
of watchpoints (four in Intel x86). Therefore, it is hard teeuwatchpoints for dynamic
monitoring in production runs, which requires efficiencylamatching many memory lo-
cations.

1.2 Our Approach

This article introduces thimtelligent Watcher (iWatcherpa novel architectural scheme to
monitor dynamic executioautomatically flexibly and withminimal overhead iWatcher
associates program-specified monitoring functions withiomy locations. When any such
location is accessed, the monitoring function is autoradlyi¢riggered with low overhead.
To further reduce overhead and support rollback, iWatcaemoptionally leverage Thread-
Level Speculation (TLS). The main advantages of iWatcher ar

—It monitors all accesses to the watched memory locations. Consequentigicihes
hard-to-find bugs such as updates through aliased pointérstack-smashing attacks
commonly exploited by viruses.

—It has low overhead because it (i) only monitors memoryrirgtons thatruly access
the watched memory locations, and (ii) uses minimal-ovadheardware-supported trig-
gering of monitoring functions.

—Ilt is flexible in that it can support a wide range of checksgluding program-specific
checks. Moreover, iWatcher is language independent,-ecnoshile and cross-developer.

—It canoptionally leverage TLS to hide monitoring overhead and provide rokbsup-
port. Specifically, with TLS, a monitoring function is exéed in parallel with the rest
of the program, and the program can be rolled back if a bugusdo

In contrast, due to aliasing problems, it is very hard fotwafe-only dynamic checkers
to monitor all accesses to the watched memory locations alydlwose.

We evaluate iWatcher using seven buggy applications witiowa real and injected
bugs including accessing freed locations, memory leakifetbaverflow, value-invariant
violations, and smashed stacks. iWatcher detects all the évaluated in our experiments
with only a 0.1-179% execution overhead. Overall, iWattsherasonably small overhead
and ability to monitor many memory locations enable it to bediin both in-house testing
and production runs. In contrast, a well-known open-sobrgg detector called Valgrind
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induces orders of magnitude more overhead, and can onlgtdetsubset of the bugs.
Moreover, even with 20% of the dynamic loads monitored in @gpam, iWatcher only
adds 72-182% overhead. We also show that TLS is effectivecataing overheads for
programs with substantial monitoring. Finally, suppagtifour contexts in an SMT is
enough to achieve the best performance in our experiments.

This article is organized as follows. Section 2 briefly ddses some background. Sec-
tions 3, 4, and 5 describe iWatcher’s functionality, aretiitiral design, and advantages,
respectively. Section 6 describes how to use iWatcher tectietrious bugs. Sections 7
and 8 present the evaluation methodology and experimeggalts. Section 9 discusses
some other uses of iWatcher. Section 10 discusses relatddawd Section 11 concludes.

2. BACKGROUND
2.1 Dynamic Execution Monitoring

Many methods have been proposed for dynamic code monitorihg most commonly
used ones are assertions, dynamic checkers, and watchpoint

Assertions. Assertions are inserted by programmers to perform sangglchat certain
places. If the condition specified in an assertion is falseprogram aborts. Assertions are
one of the most commonly used methods for debugging. Howhar can add significant
overhead to program execution. Moreover, it is often hardeatify all the places where
assertions should be placed.

Dynamic Checkers. Dynamic checkers are automated tools that detect commandiug
run time. For example, DIDUCE [Hangal and Lam 2002] autooadlty infers likely pro-
gram invariants, and uses them to detect program bugs.yRHaktings and Joyce 1992]
and Valgrind [Nethercote and Seward 2003] monitor memoogsses to detect memory
leaks and some simple instances of memory corruption, ssifteaing a buffer twice or
reading an uninitialized memory location. StackGuard [@owt al. 1998] can detect some
buffer overflow bugs, which have been a major cause of sgcattihcks. Eraser [Savage
et al. 1997] can detect data races by dynamically trackiegstt of locks held during
program execution. These tools usually use compilers oe-tedriting tools such as
ATOM [Srivastava and Eustace 1994], EEL [Larus and Schr@®6land Dyninst [Buck
and Hollingsworth 2000] to instrument programs with checks

While this approach is promising, dynamic checkers ofteffesdrom the following
limitations: (1) aliasing problems, especially in C or C+rograms, (2) high run-time
overhead, (3) hard-coded bug detection functionalitylddyuage specificity, and (5) dif-
ficulty to work with low-level code.

Hardware-Assisted Watchpoints. Hardware-assisted watchpoints [Intel Corporation
2001; Kane and Heinrich 1992; SPARC International 1992]siisgple hardware support
to watch a user-selected memory location. When a watchedidocis accessed by the
program, an exception is handled by an interactive debugigar as gdb. Then, the state
of the process can be examined by programmers using the giebddne hardware support
is provided through a few special debug registers. Watctipaire designed to be used in
an interactive debugger. For non-interactive executionitodng, they are both inflexible
and inefficient. They do not provide a way to associate annaatic check to the access
of a watched location. Moreover, they require an expenskeegion when a watched
location is accessed. Finally, most architectures onlysrtpa few watchpoints (four in
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Intel’s x86).

2.2 Classifying Dynamic Monitoring Methods
We classify the dynamic monitoring methods into two catesggor

—Code-Controlled Monitoring (CCMMonitoring is performed only at special points in
the program. Assertions and most dynamic checkers belo@gM because they only
check at assertions or instrumentation points.

—Location-Controlled Monitoring (LCM)Monitoring is associated directly with memory
locations and therefore all accesses to such memory losadi@ monitored. Hardware-
assisted watchpoints and iWatcher belong to this category.

LCM has two advantages over CCM: (1) LCM monitatkaccesses to a watched mem-
ory location using all possible variable names or pointetsgreas CCM may miss some
accesses because of pointer aliasing; (2) LCM monitors thrdge memory instructions
thattruly access a watched memory location, whereas CCM may needttonmesit at
many unnecessary points due to the lack of accurate infasmat instrumentation time.
Therefore, LCM can be used to detect both invariant viotetiand illegal accesses to a
memory location, whereas it may be difficult and too expem&iv CCM to check for il-
legal accesses. The main advantage of CCM is that it doesqoire hardware support
while LCM typically needs it.

2.3 Thread-Level Speculation (TLS)

TLSis an architectural technique for speculative pariabigion of sequential programs [Cin-
tra et al. 2000; Sohi et al. 1995; Steffan et al. 2000; Tsal.et399]. TLS support can
be built on a multithreaded architecture, such as simuttamenultithreading (SMT) or
chip multiprocessor (CMP) machines. With TLS, the executdb a sequential program
is divided into a sequence ofiicrothreads(also called tasks, slices, or epochs). These
microthreads are then executed speculatively in paralleile special hardware detects
violations of the program’s sequential semantics. A violatesults in squashing the in-
correctly executed microthreads and re-executing therenable squash and re-execution,
the memory state of each speculative microthread is tylgitaiffered in caches or spe-
cial buffers. When a microthread finishes its execution ablnes safe, it can commit.
Committing a microthread implies merging its state with siaée memory. To guarantee
sequential semantics, microthreads commit in order.

iWatcher can leverage TLS to reduce monitoring overhead@sdpport rollback and
re-execution of a buggy code region [Prvulovic and TorseRQ03]. For our design, we
assume an SMT machine, and that the speculative memoryisthtéfered in caches.
However, our iWatcher design can be easily ported to oth& dilchitectures.

If we use TLS in iWatcher, each cache line is tagged with theflithe microthread to
which the line belongs. Moreover, for each speculative atigead, the processor contains
a copy of the initial state of the architectural registerfisTcopy is generated when the
speculative microthread is spawned and is freed when thethread commits. It is used
in case the microthread needs to be rolled back.

The TLS mechanisms for in-cache state buffering and rdkltan be reused to support
incremental rollback and re-execution of the buggy codgyleric and Torrellas 2003].
To do this, the basic TLS is modified slightly by postponing tommit time of a success-
ful microthread. In the basic TLS, a microthread can comntiemwit completes and all
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its predecessors have committed. We say that such a mieaatlisready To support the
rollback of buggy code, a ready microthread commits onlyrie of two cases: when we
need space in the cache and when the number of uncommitteotihmeads exceeds a cer-
tain threshold. With this support, a ready but uncommittécroathread can still be asked
to rollback. This feature can be used to support one of thédiéa modes (Section 4.5).

3. IWATCHER FUNCTIONALITY

iWatcher provides high-flexibility and low-overhead dyrnarexecution monitoring. It
associates program-specified monitoring functions withimy locations. When any such
location is accessed, the monitoring function associatéiditis automatically triggered
and executed.

iWatcher provides two system calls to turn on and off monigppn a memory location,
namelyiWatcherOnandiWatcherOff These calls can be inserted in programs either au-
tomatically by an instrumentation tool or manually by prxgmers. The following is the
iWatcherOninterface:

i Wat cher On( MemAddr, Length, WatchFl ag, React Mbde,
Moni t or Func, Paraml, Paran?, ... Paranml)

/* MemAddr: starting address of the nenory region*/

/* Length: length of the nenory region */

/* WatchFl ag: types of accesses to be nonitored */

/* React Mbde: reaction node */

/* MonitorFunc: nonitoring function */

/* Paranil. .. ParanN: paranmeters of MonitorFunc */

If a program makes such a call, iWatcher associates mamitéuinctionM onitor Frunc()
with a memory region of.ength bytes starting af\em Addr. The WatchFlag speci-
fies what types of accesses to this memory region should bétoreeh Its value can
be “READONLY”, “WRITEONLY", or “READWRITE", in which case he monitoring
function is triggered on a read access, write access or ehectively.

At a triggering accesgan access to a monitored memory location), the hardware au-
tomatically initiates the monitoring function associateith this memory location. The
architecture passes the valuesitaframl through ParamN to the monitoring function.
In addition, it also passes information about the trigggrcess, including the program
counter, the type of access (load or store; word, half-wordhyte access), reaction mode,
and the memory location being accessed. It is the monitdtingtion’s responsibility to
perform the check.

A monitoring function can have side effects and can read arite wariables without
any restrictions. To avoid recursive triggering of monitgrfunctions, no memory access
performed inside a monitoring function can trigger anothenitoring function.

From the programmers’ point of view, the execution of a namiiig function follows
sequential semantics, just like a very lightweight exaaptiandler (Section 4 describes
why monitoring in iWatcher is very lightweight). The semantrder is: the triggering
access, the monitoring function, and the rest of the progten the triggering access.

Upon successful completion of a monitoring function, thegsam continues normally.
If the monitoring function fails (returns FALSE), differeactions are taken depending
on the React M ode parameter specified in iWatcherOn(). iWatcher supporestimodes:
ReportMode, BreakM ode and RollbackM ode:
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—ReportMode: The monitoring function reports the outcome of the cheal lets the
program continue. This mode can be used for profiling andr eéaporting without
interfering with the execution of the program.

—BreakMode: The program pauses at the state right after the triggexdngss and con-
trol is passed to an exception handler. Users can potgnditiich an interactive debug-
ger, which can be used to find more information.

—Rollback M ode: The program rolls back to the most recent checkpoint, sifyienuch
before the triggering access. This mode can be used to supptay of a code section to
analyze an occurring bug [Prvulovic and Torrellas 2003}p@upport transaction-based
programming [Oplinger and Lam 2002].

A program can associate multiple monitoring functions vtfite same location. In this
case, upon an access to the watched location, all monithrmuaions are executed follow-
ing sequential semantics according to their setup order.

When a program is no longer interested in monitoring a memagion, it turns off the
monitoring using

i Wat cher OF f (MemAddr, Length, WatchFl ag, MonitorFunc)
/* MemAddr: starting address of the watched region*/
/* Length: length of the watched region */
/* WatchFl ag: types of accesses to be unnonitored */
/* MonitorFunc: the nmonitoring function */

After this operation, thé/onitor Func associated with this memory region béngth
bytes starting al/ em Addr andW atch F'lag is deleted from the system. Other monitoring
functions associated with this region are still in effect.

Besides using the iWatcherOff() call to turn off monitorifag a specified memory re-
gion, the program can also uselMonitor Flag global switch that enables or disables
monitoring on all watched locations. This switch is useftlen monitoring overhead is a
concern. When the switch is disabled, no location is wat@metithe overhead imposed is
negligible.

Note that iWatcher only provides a very flexible mechanismafgmamic execution mon-
itoring. It is not iWatcher’s responsibility to ensure tletmonitoring function is written
correctly, just like arassert(conditionfall cannot guarantee that the condition in the code
is correct. Programmers can use invariant-inferring tsaish as DIDUCE [Hangal and
Lam 2002] and DAIKON [Ernst et al. 2000] to automatically eénsiWatcherOn() and
iWatcherOff() calls into programs.

With this support, we can rewrite the example of Section hgi$iWatcherOn() and
iWatcherOff() operations. There is no need to insert thariawnt check. iWatcherOn() is
inserted at the very beginning of the program so that theesystan continuously check
2’s value whenever and however the memory location is acdesBeis way, the bug is
caught at line A.
int x, *p;

/* assune invariant: x =1 */
i Wat cher On( &, sizeof (int), READWRI TE,
Br eakMbde, &MonitorX, &x, 1);

p =foo(); /* a bug: p points to x incorrectly */
*p = 5; /* line A: a triggering access */
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Fig. 1. iWatcher hardware architecture.

z = Array[x]; /* line B: a triggering access */
i Wat cher OF f (&, sizeof (int), READWRI TE, &NbnitorX);

bool MnitorX(int *x, int value){
return (*x == val ue);

}

4. ARCHITECTURAL DESIGN OF IWATCHER

To implement the functionality described above, there areast four challenges: (1)
How to monitor a location? (2) How to detect a triggering as& (3) How to trigger a
monitoring function? (4) How to support the three reactiaydes? In this section, we first
give an overview of the implementation and then show howdiresses these challenges.

4.1 Overview of the Implementation

iWatcher is implemented using a combination of hardwaresaftivare. Logically, it has
four main parts. First, to detect triggering accesses onl snmnitored memory regions,
we tag cache lines in both L1 and L2 caches with WatchFlagstetect triggering ac-
cesses on large monitored memory regions, we use a §aalje Watch Table (RWT)
Second, the hardware triggers monitoring functions on theafid provides a special
Main_checkfunction register to store the common entry point for all monitoringd-
tions. Third, we use software to manage the associationgeleet watched locations and
monitoring functions. Finally, weptionallyleverage TLS to reduce overheads.

Figure 1 gives an overview of the iWatcher hardware. Eachid l22 cache line is
augmented with WatchFlags. They identify words belongmgrhall monitored memory
regions. There are two WatchFlag bits per word in the linezadfmonitoring one and a
write-monitoring one. If the read (write)-monitoring bét $et for a word, all loads (stores)
to this word automatically trigger the corresponding monitg function. The processor
also has a Mairtheckfunction register that holds the address offMan_checkfunction()
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which is the common entry point to all program-specified ramnig functions. In addi-
tion, iWatcher also has¥dctim WatchFlag Table (VWTyhich stores the WatchFlags for
watched lines of small regions that have at some point bespiagied from L2.

To detect accesses to large (multiple pages) monitored myeragions, iWatcher uses
a set of registers organized in the RWT. Each RWT entry stilmestart and end virtual
addresses of a large region being monitored, plus two bifg¢ad€hFlags and one valid bit.
We will see that the RWT is used to prevent large monitoredregfrom overflowing the
L2 cache and the VWT. The lines of these regions are not bttaagh the cache on an
iWatcherOn() call. Moreover, the WatchFlags of these lthesot need to be setin the L1
or L2 cache unless the lines are also included in a small m@dtregion. When the RWT
is full, additional large monitored regions are treatedgame way as small regions.

The software component of iWatcher includes the iWatch#o@() system calls, which
set or remove associations of memory locations with mamigoiunctions. iWatcher uses
a software table calle€heck Tableto store detailed monitoring information for each
watched memory location. The information stored includesmAddr, Length, Watch-
Flag, ReactMode, MonitorFunc, and Parameters. Using softwimplifies the hardware.
An iWatcherOn/Off() call adds or removes the correspondintgy to or from the Check
Table.

The iWatcher software also implements the Maheckfunction() library call, whose
starting address is stored in the Maiheckfunction register. When a triggering ac-
cess occurs, the hardware sets the program counter to thesadd this register. The
Main_checkfunction() is responsible to call the program-specified itwsimg function(s)
associated with the accessed location. To do this, it neegearch the Check Table and
find the corresponding function(s).

To reduce monitoring overhead, iWatcher can optionallgiage TLS to speculatively
execute the main program in parallel with monitoring fuoot. Moreover, iWatcher can
also leverage TLS to roll back the buggy code with low ovedhéar subsequent replay.

While TLS was also used by Oplinger and Lam to hide overhe@gdirjger and Lam
2002], iWatcher uses a different TLS spawning mechanismeci@ipally, iWatcher uses
dynamic hardware spawning, which requires no code instntatien. Oplinger and Lam,
instead, insert thread-spawning instructions in the @nogstatically. In general, their
approach is less efficient and may hurt some conventiongbtenoptimizations. Many of
the new issues that appear with dynamic hardware spawnengiscussed in Sections 4.3
and 4.4.

4.2 Watching a Range of Addresses

When a program calls iWatcherOn() for a memory region equékrger thanLargeRe-
gion, iWatcher tries to allocate an RWT entry for this region.héte is already an entry
for this region in the RWT, iWatcherOn() sets the entry’s &li&tlags to the logical OR of
its old value and the WatchFlag argument of the call. If,eéast the region to be moni-
tored is smaller thahargeRegioniWatcher loads the watched memory lines into the L2
cache (if they are not already in L2). We do not explicitlyddhe lines into L1 to avoid
unnecessarily polluting L1. As a line is loaded from mem@éfatcher accesses the VWT
to read-in the old WatchFlags, if they exist there. Thengtis $he WatchFlag bits in the L2
line to be the logical OR of the WatchFlag argument of the @adl the old WatchFlags. If
the line is already present in L2 and possibly L1, iWatchendy sets the WatchFlag bits
in the line to the logical OR of the WatchFlag argument andciimeent WatchFlag. In all
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cases, iWatcherOn() also adds the monitoring functionedtheck Table.

When a program calls iWatcherOff(), iwWatcher removes theesponding monitoring
function entry from the Check Table. Moreover, if the morgtbregion is large and there is
a corresponding RWT entry, iWatcherOff() updates this RWffyes WatchFlags. The new
value of the WatchFlags is computed from the remaining noainigj functions associated
with this memory region, according to the information in tbleeck Table. If there is no
remaining monitoring function for this range, the RWT en#rynvalidated. If, instead, the
memory region is small, iWatcher finds all the lines of theéeadhat are currently cached
and updates their WatchFlags based on the remaining mimigitiemctions. iWatcher also
updates (and, if appropriately removes) any correspondii entries.

Caches and VWT are addressed by the physical addressesobiegahemory regions.
If there is no paging by the OS, the mapping between physiwédlvartual addresses is
fixed for the whole program execution. In our prototype inmpdmtation, we assume that
watched memory locations are pinned by the OS, so that the pagpings of a watched
region do not change until the monitoring for this regionisathled using iWatcherOff().

Note that the purpose of using RWT for large regions is tocedt? pollution and VWT
space consumption: lines from this region will only be cativben referenced (not during
iWatcherOn()) and, since they will not set their WatchFlagthe cache, they will not use
space in the VWT on cache eviction.

It is possible that iWatcherOn()/iWatcherOff() access samemory locations some-
times as part of a large region and sometimes as a small tdgititis case, the iWatcherOn()
or iWatcherOff() software handlers, as they add or removdesnto or from the Check
Table, are responsible for ensuring the consistency betW®T entries and L2/VWT
WatchFlags.

4.3 Detecting Triggering Accesses

iWatcher needs to identify those loads and stores that gdliogger monitoring functions.
Aload or store is a triggering access if the accessed lat&imside any large monitored
region recorded in the RWT, or the WatchFlags of the accdaseth L1/L2 are set.

In practice, the process of detecting a triggering accessrigplicated by the fact that
modern out-of-order processors introduce access reagdand pipelining. To help in this
process, iWatcher augments each reorder buffer (ROB) auitinya Trigger bit, and each
load-store queue entry with 2 bits that store WatchFlagrmé&iion.

To keep the hardware reasonably simple, the execution ofrétonimg function should
only occur when a triggering load or store reaches the hedtedROB. At that point, the
values of the architectural registers that need to be passtb@ monitoring function are
readily available. In addition, the memory system is cdesis as it contains the effect of
all preceding stores. Moreover, there is no danger of miiged branches or exceptions,
which could require the cancellation of an early-triggemazhitoring function.

For a load or store, when the TLB is looked up early in the figglthe hardware also
checks the RWT for a match. This introduces negligible \esdelay. If there is a match,
the access is a triggering one. If there is no match, the Wégh in the caches will be
examined to determine if it is a triggering access.

A load typically accesses the memory system before reachmgead of the ROB. It
is at that time that a triggering load will detect the set W&tags in the cache. Con-
sequently, in our design, as a load reads the data from theedato the load queue, it
also reads the WatchFlag bits into the special storage gedvin the load queue entry. In
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addition, if the RWT or the WatchFlag bits indicate that thad is a triggering one, the
Trigger bit associated with the load’s ROB entry is set. Wtihenload (or any instruction)
finally reaches the head of the ROB and is about to retire, dnéware checks the Trigger
bit. If it is set, the hardware triggers the correspondingitaoing function.

Stores present a special difficulty. A store is not sent tontleenory system until it
reaches the head of the ROB. At that point, it is retired imiatetly, but it may still cause
a cache miss, in which case it may take a long time to actuahypdete. In iWatcher, this
would mean that, for stores that do not hit in the RWT, the gssor may have to wait
a long time to know whether it is a triggering access. Duringt time, no subsequent
instruction could be retired, as the processor may havégger a monitoring function. To
reduce this delay as much as possible, we change the mibieatare so that, as soon as
a store address is resolved early in the ROB, a prefetchugsdst the memory system.
Such prefetch brings the data into the cache, and the Waiglhitk are read into the special
storage in the store queue entry. If the RWT or the WatchFisgitthe caches indicate
that the store is a triggering one, the Trigger bit in the ROBeis also set. With this
support, the processor is much less likely to have to waitnwhe store reaches the head
of the ROB. While issuing this prefetch may have implicasiéor the memory consistency
model supported in a multiprocessor environment, we censte topic to be beyond the
scope of this article.

Note that bringing the WatchFlag information into the Iasidre queue entries enables
correct operation for loads that get their data directlyrfrine load-store queue. For ex-
ample, if a store in the load-store queue has the read-momgt@/atchFlag bit set, then a
load that reads from it will set its own Trigger bit.

4.4 Executing Monitoring Functions

When a triggering load or store is retired, the architedtuegisters and the program
counter are automatically saved, and execution is redideotthe address in the Magheckfunction
register. After the monitoring function completes, exémutesumes from the saved pro-
gram counter.

As an optimization, we can leverage the TLS mechanism. 8palty, when a triggering
load or store is retired, the iWatcher hardware autom#gicglawns a new microthread
(denoted as microthread 1 in Figure 2(a)) to speculativedgete the rest of the program
after the triggering access, while the current microthr@dahoted as microthread 0 in
Figure 2(a)) executes the monitoring function non-spdiugly. To provide sequential
semantics (the remainder of the program is semanticalgr #fte monitoring function),
data dependencies are tracked by TLS and any violation ofesdigl semantics results in
the squash of the speculative microthread (microthread 1).

Microthread 0 executes the monitoring function by starfirmgn the address stored in
the Maincheckfunction register. It is the responsibility of the Maigmeckfunction() to
find the monitoring function(s) associated with the trigngraccess and call all such func-
tion(s) one after another. Note that, although semanicalinonitoring function appears
to programmers like a user-specified exception handlegikehead of triggering a mon-
itoring function is tiny with our hardware support. Indeedile triggering an exception
handler typically needs OS involvement, triggering a nmamiig function in iWatcher is
done completely in hardware: the hardware automaticalbhtes the first instruction from
the Maincheckfunction(). iWatcher can skip the OS because monitoringtions are
not related to any resource management in the system andditiom, do not need to be
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Fig. 2. Examples of monitoring function execution with TL$pport.

executed in privileged mode. Moreover, the monitoring fioxts for a program are in the
same address space as the monitored program. Thereforadapiogram cannot use
iWatcher to mess up other programs.

Microthread 1 speculatively executes the continuatiorhefrhonitoring function, i.e.,
the remainder of the program after the triggering accessaveid the overhead of flush-
ing the pipeline, iWatcher dynamically changes the miaexk ID of all the instructions
currently in the pipeline from 0 to 1. Note that, it is possitihat some un-retired load in-
structions after the triggering access may have alreadssaed the data in the cache and,
as per TLS, already updated the microthread ID in the cadeetdi be 0. Since the mi-
crothread ID on these cache lines should now be 1, the haededouches the cache lines
that were read by these un-retired loads, correctly setitieig microthread IDs to 1. There
is no such problem for stores because they only update th@tmiead IDs in the cache
at retirement. In our experiments, these retouches acdouatvery tiny fraction of all
accesses, and practically always hit the L1 cache. So tlierpemce impact is negligible.

It is possible that a speculative microthread issues adrigg access, as shown on
Figure 2(b). In this case, a more speculative microthreadr@tiread 2) is spawned to
execute the rest of the program, while the speculative nicead (microthread 1) enters
the Maincheckfunction. Since microthread 2 is semantically after micread 1, a vi-
olation of sequential semantics will result in the squasimafrothread 2. In addition, if
microthread 1 is squashed, microthread 2 is squashed as Fipdlly, if microthread 1
completes while speculative, iWatcher does not commit ¢an only be committed after
microthread 1 becomes safe.

Note that, in a CMP-based iWatcher, microthreads shoulddesaed for cache affinity.
In our Figure 2(a) example, speculative microthread 1 shbalkept on the same CPU as
the original program, while microthread O should be movead different CPU. This is
because microthread 1 continues to execute the prograns éikdly to reuse cache state.

4.5 Different Reaction Modes

If a monitoring function fails, iWatcher takes differentians depending on the function’s
ReactMode. ReactMode can BeportModeBreakMode andRollbackMode

In ReportModethe monitoring function reports the outcome of the chedk lats the
program continue. This mode is used for profiling and errporgng without interfering
with the execution of the program.

In BreakMode the program pauses at the state right after the triggericgss, and
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Fig. 3. Different reaction modes supported by iWatcher with TLS optimization.

control passes to an exception handler. Users can attaaitexradtive debugger, which
can be used to find more information.

Finally, in RollbackMode the program rolls back to a previous checkpoint, typically
much earlier than the triggering access. This mode can lktasaipport the replay of a
code section to analyze a bug, or to support transactioaehga®gramming.

Figure 3 illustrates the three supported reaction moddstivé TLS optimizationRe-
portModeis the simplest one. iWatcher treats it the same way as if hatoring function
had succeeded: microthread 0 commits and microthread Ine=ceafe. If the reaction
mode isBreakM ode, IWatcher commits microthread 0 but squashes microthreddé
program state and the program counter (PC) of microthreae teatored to the state it had
immediately after the triggering access (Figure 3(b)). Thehe updates of microthread 1
are discarded. At this point, programmers can use an irnttegatebugger to analyze the
bug.

If the reaction mode isRollbackMode, iWatcher squashes microthread 1 and also
rolls back microthread O to a previous checkpoint (the cpetk at PC in Figure 3(c)).
iWatcher can use support similar to ReEnact [Prvulovic amdellas 2003] to provide this
reaction mode.

4.6 Other Issues

Displacements and Cache MissesWhen a watched line of small regions is about to be
displaced from the L2 cache, its WatchFlags are saved in Y& \he VWT is a small
set-associative buffer. If the VWT needs to take an entrylevhill, it selects a victim
entry to be evicted, and delivers an exception. The OS thas ton page protections for
the pages that correspond to the WatchFlags to be evictedtfre VWT. Future accesses
to these pages will trigger page protection faults, whict eviable the OS to insert their
WatchFlags back into the VWT. However, in our experiments,find that a 1024-entry
VWT is never full. The reason is that the VWT only keeps the &N&tags for watched
lines of small regions that have at some point been disploetl2.

On an L2 cache miss, as the line is read from memory, the VWhéxked for an
address match. If there is a match, the WatchFlags for teealia copied to the destination
location in the cache. We do not remove the WatchFlags fraenMWT because the
memory access may be speculative and be eventually undbtigeré is no match, the
WatchFlags for the loaded line are set to the default “urched” value. Note that this
VWT lookup is performed in parallel with the memory read atttgrefore, introduces
negligible visible delay.

ACM Journal Name, Vol. V, No. N, Month 20YY.



14 . Yuanyuan Zhou et al.

If TLS is used, speculative lines cannot be displaced fragrLth If space is needed in a
cache set that only holds speculative lines, a speculatigmthread is squashed to make
room. More details can be found in [Prvulovic and Torrell@83).

Check Table Implementation. The Check Table is a software table. Our current imple-
mentation uses one entry for each watched region. The emtrégesorted by start address.
To speed-up Check Table lookup, we exploit memory accesditypto reduce the number
of table entries accessed during one search. A table enttaios all arguments of the
iWatcherOn() call. If there are multiple monitoring furaris associated with the same
location, they are linked together. Since the Check Takdepare software data structure,
it is easy to change its implementation. For example, a plessnhplementation could be
to organize it as a hash table. It can be hashed with the Vialdress of the watched
location.

5. ADVANTAGES OF IWATCHER

Based on the previous discussion, we can list the advantdg®@¢atcher. One of them
is that it provides location-controlled monitoring. Thiene, all accesses to a watched
memory location are monitored, including “disguised” due to dangling pointers
or wrong pointer manipulations.

Another advantage of iWatcher is its low overhead. iWatcimdy monitors memory op-
erations that truly access a watched memory location. MeredNatcher uses hardware
to trigger monitoring functions with minimal overhead. &fly, iWatcher optionally uses
TLS to execute monitoring functions in parallel with thetrefthe program, effectively
hiding most of the monitoring overhead.

iWatcher is flexible and extensible. Programmers or autiniastrumentation tools
can add monitoring functions. iWatcher is convenient ee@mfanual instrumentation be-
cause programmers do not need to instrument every possitdssto a watched memory
location. Instead, they only need to insert an iWatcher@al()for a location when they
are interested in monitoring this location and an iWatcHigy@all when the monitoring
is no longer needed. In between, all possible accessesstottdtion are automatically
monitored. In addition, iWatcher supports three reactiades, giving flexibility to the
system.

iWatcher is cross-module and cross-developer. A watcheatitn inserted by one mod-
ule or one developer is automatically honored by all modatesall developers whenever
the watched location is accessed.

iWatcher is language independent since it is supportedttiiran hardware. Programs
written in any language, including C/C++, Java or other laages can use iWatcher. For
the same reason, iWatcher can also support dynamic mamjtofilow-level system soft-
ware, including the operating system.

iWatcher can be used to detect illegal accesses to a menmatydn. For example, it can
be used for security checks to prevent illegal accessestie secured memory locations.
In our experiments, we have used iWatcher to protect theretidress in a program stack
to detect stack-smashing attacks [Cowan et al. 1998; Fearzd Shuey 2001; One 1996;
Xu et al. 2002].

Table | summarizes the differences between iWatcher anthtke related approaches
discussed in Section 2.
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Feature Assertions Hardware Watch- Software-Only Dynamic Checkers iWatcher
points
Valgrind | Generic
Hardware support| No Simple No No Modest. Option
ally, TLS
Type of checks |Code- Location-controlled Code- Code- Location-
controlled controlled controlled controlled
Reaction modes |Abort Interrupt Report or breakReport or Report, break ar
break rollback
Programmer’s High High Low Low Moderate o]
effort low (automatig
instrumentation
Language depenNo No No Typically yes No
dent
Flexibility Very flexi- | Inflexible. Support Moderately Moderately Very flexible.
ble. Programonly a few watch; flexible. Cur-flexible Program specific
specific points. Rely on prot rently, it only
grammers or debug- supports  lim
gers for checks ited types o
checks
Cross-module andNo Yes Yes No Yes
cross-developer
Completeness Hard to makeDetects all accessesDetects all actMay miss Detects all act
sure all ac cesses some accesses | cesses
cesses are due to aliasing
checked problems
Overhead High Low Very high Typically high Low

Table I. Comparison of iWatcher to three other approachempileteness refers to whether
an approach monitors all accesses to a watched memorydodaticonstruction. Exam-
ples of software-only dynamic checkers include Purify, DICE, Eraser, etc.

6. BUG DETECTION

To detect bugs, programmers and some software debuggifgylilem DIDUCE [Hangal
and Lam 2002] need to use specific monitoring functions. i gbction, to demonstrate
how to write monitoring functions for iWatcher, we descrigmmme monitoring functions
that are used in our experiments to detect various bugsidimg buffer overflow, memory
leaks, stack smashing, accessing freed memory, and invar@ations.

(1) Detecting Buffer Overflow (BO_check) To detect buffer overflow for both dynamic
buffers and static arrays, some paddings are added at thertds of each buffer. The
padding areas are then monitored by iWatcher. The mongdtinction simply reports
any accesses to these padding areas as bugs. It may miss sgsnié the out-of-bound
access does not hit the padding areas. When a dynamic kffenllocated, its paddings
are also freed and the corresponding monitoring is turnfd of

(2) Detecting Memory Leaks (ML_check) Memory leak bugs are tackled by monitor-
ing all accesses to heap objects. Each heap access triggamohitoring function, which
updates the time-stamp associated with the accessed.obfezmonitoring is turned off
when an object is deallocated. Periodically, the time-gpgare checked. The heap objects
that have not been accessed for a long time are likely to beanel®saks. Those objects
are then ranked based on their time-stamps.
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(3) Detecting Accesses to Freed Locations (FREEheck) All unallocated memory
space in the heap is monitored using iWatcher. Any acce$sstgpace triggers the moni-
toring function that reports it as a bug. When a memory regi@tiocated, the monitoring
for this memory region is turned off. Of course, the monit@ymmiss bugs in some cases,
such as a dangling pointer points to a reallocated location.

(4) Detecting Various Memory Bugs (COMBQOcheck}) This is used to catch all the
above three types of bugs. The monitoring function is coiimm of the above three
functions.

(5) Detecting Stack Smashing (STACKcheck) To catch stack smashing bugs that
are commonly exploited by viruses to launch security agaéR/atcher monitors every
stack location that stores return addresses. More spédlgifiaéter entering a function,
iWatcherOn() is called on the return address location, agfdrb the function returns,
iWatcherOff() is called to turn off the monitoring to thisciation. The monitoring function,
if triggered, simply reports any access as a bug.

(6) Detecting Invariant Violations (IV _check) To detect an invariant violation, the
specific variable needs to be monitored. The monitoring tiancchecks if the variable
value satisfies the program-specific invariant.

The first five are general checks. The monitoring can be fullpmated using a tool
to insert the monitors into any programs. The last check igram-specific monitoring,
requiring specific knowledge about the program semantics.

Monitoring dynamic objects is done by wrapping the memolgcaltion and dealloca-
tion functions to insert iwWatcherOn() and iWatcherOff(lsaFor monitoring static arrays,
the paddings and iWatcherOn/Off() calls are added manualy, although they can be
done automatically with compiler support. For STACKeck, we use the compiler support
to identify the stack location that stores the return addessl add the iWatcherOn/Off()
calls. The iWatcherOn/Off() calls for I\¥heck are inserted manually now, but can be
automated using tools such as DAIKON and DIDUCE.

7. EVALUATION METHODOLOGY
7.1 Simulated Architecture

To evaluate iWatcher, we have built an execution-drivenutaor that models a work-
station with a 4-context SMT processor augmented with Tl$pett and iWatcher func-
tionality. The experiments are conducted on this defauhitecture unless specifically
mentioned. The parameters of the architecture are showalile Tl. We model the over-
head of spawning a monitoring-function microthread as 3esy/of processor stall visible
to the main-program thread. The reaction mode used in adiraxgents is ReportMode, so
that all programs can run to completion.

To isolate the benefits of TLS, we evaluate the same archregtithout TLS support.
In this case, on a triggering access, the processor firsti,eethe monitoring function, and
then proceeds to execute the rest of the program. For theatia without TLS support
(with or without iWatcher support), the single microthreashning is given a 64-entry
load-store queue.

To study TLS scalability, we vary the number of contexts fr@ro 8 in the SMT ma-
chine, using the same number of shared resources as listebia Il. The number of
contexts limits the maximum number of concurrently runnimigrothreads.
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CPU frequency 2.4GHz | ROBsize 360
Fetch width 16 I-window size 160
Issue width 8 Int FUs 6
Retire width 12 Mem FUs 4

Ld/st queue entrie§ 32/thread | FP FUs 4
Spawn overhead 5cycles | Reaction mode| ReportMode
L1 cache 32KB, 4-way, 32B/line, 3 cycles latency
L2 cache 1MB, 8-way, 32B/line, 10 cycles latency
VWT 1024 entries, 8-way, 2B/entry
LargeRegion 64Kbytes

RWT 4 entries, 32bits for the start and end addresses
Memory 200 cycles latency

Table Il. Parameters of the simulated architecture. La¢srare given as unloaded round-trips from the processor.

7.2 Valgrind

In our evaluation, we compare the functionality and ovedwfaWatcher to Valgrind [Nether-
cote and Seward 2003], an open-source memory debuggerégoe§rams. We choose
Valgrind because it does not require modifying the testgdiegtions and is publicly avail-
able. Valgrind is a binary-code dynamic checker to deteoegd memory-related bugs
such as memory leaks, memory corruption and buffer overflogimulates every single
instruction of a program. Because of this, it finds errorsardy in the user code but also
in all supporting dynamically-linked libraries. Valgrindkes control of a program before
it starts. The program is then run on a synthetic x86 CPU, amdyanemory access is
checked. All detected errors are reported.

Valgrind provides an option to enable or disable memory léetection. We also en-
hance Valgrind to enable or disable variable uninitial@atchecks and invalid memory
access checks (checks for buffer overflow and invalid aesassfreed memory locations).

In our experiments, we run Valgrind on a real machine withGa@Hz Pentium 4 pro-
cessor, 32-Kbyte L1 cache, 2-Mbyte L2 cache, and 1-Gbyte maimory. Since iWatcher
runs on a simulator, we cannot compare the absolute exedirtie of iWatcher with that
of Valgrind. Instead, we compare their relative executi@erbeads over runs without
monitoring.

7.3 Tested Applications

We have conducted two sets of experiments. The first one eses spplications with
both injectedandreal bugs to evaluate the functionality and overheads of iWatédre
software debugging. The second one systematically ewesluhe overheads of iWatcher
and the effect of architecture resources when monitorimdiegtions without bugs.

The applications used in our first set of experiments contaiious bugs, including
memory leaks, accesses to freed locations, buffer overfitagk-smashing attacks, and
value invariant violations. These applications dve:1.06(an arbitrary precision calcula-
tor language)gzip-1.2.4(GNU zip, a popular compression utility provided by the GNU
project),polymorph-0.4.qa tool to convert Windows style file names to something more
portable for UNIX systems)acompress-4.2.4a compression and decompression utility
that is compatible with the original UNIX compress utilityar-1.13.25(a tool to create
and manipulate tar archivegjchelib(a cache management library developed at the Uni-
versity of lllinois), andgzip(a SPECINT 2000 application running the Test input data set)
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Of these programs, bc-1.06, gzip-1.2.4, polymorph-OrcOmpress-4.2.4, tar-1.13.25 and
cachelib already had real bugs (the bugs come with the cadievare introduced by the
original programmers), while we injected some common bogsgzip.

Table Il shows the details of the bugs and monitoring fuortdi as described in Sec-
tion 6. We evaluate the case of single type of bugs: staclskimg, accessing freed lo-
cation, buffer overflow (dynamic buffer overflow and statitag overflow), memory leak,
and value-invariant violations. We also evaluate the cAsecombination of bugs (mem-
ory leak, accessing a freed location, and dynamic bufferflowe). Table Il shows the bug
information and monitoring functions.

Application Type of Bug Class, Location, and Origin Monitoring
Monitoring Function
0zip-STACK general stack smashing: “huftree()”. Injected STACK check
gzip-FREE general accessing freed location: “huftee()”. Injected FREE.check
gzip-BO1 general dynamic buffer overflow: “huftouild()". Injected BO_check
gzip-ML general memory leak: “huftfree()”. Injected ML _check
gzip- general combination of the bugs in gzip-ML, gzip-FREE, COMBO_heck]
COMBO and gzip-BOL1. Injected
gzip-BO2 general static array overflow: “hufbuild()”. Injected BO_check
gzip-IvV1 program specific| value invariant violation: “huftbuild()”. Injected IV _check
gzip-1Iv2 program specific| value invariant violation: “inflate()”. Injected IV _check
cachelib program specific| value invariant violation at option.c:line 90. Real | IV _check
bc-1.06 general dynamic buffer overflow at storage.c:line 176 andBO_check
util.c:line 557. Real
ncompress- general stack smashing at compress42.c:line 886. Real | STACK_check
424
gzip-1.2.4 general static array overflow at gzip.c:line 1009. Real BO_check
polymorph- general stack smashing at polymorph.c:line 193 and 200STACK_check
0.4.0 Real
tar-1.13.25 general dynamic buffer overflow at pregargs.c:line 92. ReplBO_check

Table Ill. Bugs and monitoring functions. The applicatianish name in bold are new relative to [Zhou et al.
2004].

For fair comparison between Valgrind and iWatcher, in Maldgrwe enable only the
type of checks that are necessary to detect the bug(s) irothesponding application. For
example, for gzip-ML, we enable only the memory leak che&ksnilarly, for gzip-FREE,
gzip-BO1, bc-1.06 and tar-1.13.25, we enable only the idvakemory access checks. In
all our experiments, variable uninitialization checks alkgays disabled.

Finally, our second set of experiments evaluates iWatchierheads and the effect of
architecture resources (microthread contexts) by manganemory accesses in two un-
modified SPECINT 2000 applications running the Test inptid dat. These applications
are gzip and parser. We first measure the overhead for iWatdgtiea default 4-context
SMT processor and without TLS, as we vary the percentaglymémicloads monitored
by iWatcher and the length of the monitoring function. These, measure the iWatcher
overheads with different numbers (namely 2, 4, 6 and 8) ofatficead contexts in the
SMT processor.
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8. EXPERIMENTAL RESULTS
8.1 Overall Results

Table IV compares the effectiveness and the overhead ofiNdlgnd iWatcher. For each
of the buggy applications considered, the table shows vehéitle schemes detect the bug
and, if so, the overhead they add to the program’s executios tRecall from Section 7
that Valgrind’s times are measured on a real machine, wWAlkgéher's are simulated.

Application Valgrind iWatcher
Bug Detected?] Overhead (%)| Bug Detected?| Overhead (%)
gzip-STACK No - Yes 80.0
gzip-FREE Yes 1466 Yes 8.7
gzip-BO1 Yes 1514 Yes 104
gzip-ML Yes 936 Yes 37.1
gzip-COMBO Yes 1650 Yes 42.7
gzip-BO2 No - Yes 10.5
gzip-1V1 No - Yes 10.5
gzip-Iv2 No - Yes 9.6
cachelib No - Yes 3.8
bc-1.06 Yes 7367 Yes 178.9
ncompress-4.2.4 No - Yes 2.4
gzip-1.2.4 No - Yes 168.3
polymorph-0.4.0 No - Yes 0.1
tar-1.13.25 Yes 132 Yes 3.8

Table IV. Comparing the effectiveness and overhead of Wadgand iWatcher.

Consider effectiveness first. Valgrind can detect accgskied locations, dynamic
buffer overflow, memory leak bugs, and the combination ofrthéVatcher, instead, de-
tects all the bugs considered. iWatcher’s effectivenesargely due to its flexibility to
specialize the monitoring function, and its low-overhelaat ttenables more sophisticated
monitoring functionality.

The table also shows that iWatcher has a much lower overheacMalgrind. For bugs
that can be detected by both schemes, iWatcher only add8%-bverhead, a factor of
25-169 smaller than Valgrind. For example, in gzip-COMBere both iWatcher and
Valgrind monitor every access to dynamically-allocatedmogy, iWatcher only adds 43%
overhead, which is 39 times less than Valgrind. iWatcheng bverhead is the result of
triggering monitoring functions only when the watched lomas are actually accessed, and
of using TLS to hide monitoring overheads. The differencevarhead between Valgrind
and iWatcher is larger in gzip-FREE, where we are lookingafppinter that de-references
a freed-up location. In this case, iWatcher only monitoeefr memory buffers, and any
triggering access uncovers the bug. As a result, iWatcloggshead is 169 times smaller
than Valgrind’s. Similarly, for bc-1.06 and tar-1.13.28 iWatcher’s overheads are 41 and
35 times smaller than Valgrind's, respectively. Finallyy oesults with Valgrind are con-
sistent with the numbers (12-48 times slowdown) reportexdpnevious study [Nethercote
and Seward 2003].

If we consider all the applications, we see that iWatchevisrbead ranges from 0.1%
to 179%. This overhead comes from three effects. The firsti@ribe contention of
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monitoring-function microthreads and the main programpi@cessor resources (such as
functional units or fetch bandwidth) and cache space. Sookeation has a high impact
when there are more microthreads that want to execute a@mmtlyrthan hardware con-
texts in the SMT processor. In this case, the main-prograoratiiread cannot run all
the time. Instead, monitoring-function and main-prograiorothreads share the hardware
contexts on a time-sharing basis.

Application % Time with | # Triggering| # iWatcher- Size of Size of Max Monitored| Total Monitored
Microthreads | Accesses per On/Off() |iWatcherOn/{ Monitoring |Memory Size af Memory Size
>1 ] >4 1M Instr. |per 1M Instr| Off() (Cycles)| Func. (Cycles) a Time (Bytes) (Bytes)

gzip-STACK 0.1 0.0 0.2 8988.1 20.6 22.4 40 19558568

gzip-FREE 0.1 0.0 0.4 0.4 1291.3 24.4 246880 246880

gzip-BO1 0.1 0.0 0.4 0.9 210.4 177.0 80 1944
gzip-ML 231 ] 16.9 13008.9 0.4 582.6 47.4 6613600 6847616
gzip-COMBO | 26.2 | 15.2 13009.6 0.4 1082.3 45.2 6847616 6847616
gzip-BO2 0.1 0.0 0.2 1.6 59.0 24.8 32 3520
gzip-IV1 0.1 0.0 0.7 0.2 40.5 21.7 4 528
gzip-1V2 0.1 0.0 1.1 0.1 83.0 23.0 4 4
cachelib 0.4 0.0 91.6 0.2 128.9 16.5 40 40
bc-1.06 0.1 0.0 4.8 2594.0 412.7 412.0 3272 4336
ncompress-4.2.4 1.1 1.0 321.7 160.8 162.5 151.5 4 8
gzip-1.2.4 0.9 0.9 371.4 4827.8 280.7 429.0 208 208
polymorph-0.4.0 0.1 0.0 0.7 0.3 204.0 127.6 8 20
tar-1.13.25 0.1 0.0 0.6 15.4 363.4 174.0 96 96

Table V. Characterizing iWatcher execution.

Columns 2 and 3 of Table V show the fraction of time that tharenbre than one
microthread running or more than four microthreads readyutg respectively. These
figures include the main-program microthread. These figaresclosely related to the
product of the number of triggering accesses per 1 milligtrictions (Column 4) times
the average size of the monitoring function (Column 7). Trgér the product, the bigger
these figures. Note that having more than four microthreandsing does not mean that
the main-program microthread starves: the scheduler wdhgpt to share all the contexts
among all microthreads fairly. From the table, we see thagetfapplications use more
than 1 microthread for more than 1% of the time. Of those gtleee two that have more
than 4 microthreads ready to run for a significant fractiorthef time. Specifically, this
fraction is 15.2% for gzip-COMBO and 16.9% for gzip-ML. Ndteat these applications
have relatively high iWatcher overhead in Table IV.

A second source of overhead is the iWatcherOn/Off() calfiesE calls consume proces-
sor cycles and, in addition, bring memory lines into L2, ploiggpolluting the cache. The
overhead caused by iWatcherOn/Off() cannot be hidden by. T Bractice, their effect
is small due to the small number of calls, except in gzip-SKABc-1.06 and gzip-1.2.4.
Indeed, Columns 5 and 6 of Table V show the number of iWatch&p@) calls per 1
million instructions and the average size of an individuall.cExcept for gzip-STACK,
bc-1.06 and gzip-1.2.4, the product of number of calls periddfructions times the size
per call is tiny compared to the execution cycles taken bylliamiinstructions. For these
cases, it can be shown that, even if every line brought intboy BVatcherOn/Off() calls
causes one additional miss, the overall effect on prograenidion time is very small.

For gzip-STACK, bc-1.06 and gzip-1.2.4, the number of iVliat©n/Off() calls per 1M
instructions is huge (8988, 2594 and 4828, respectivelyjesé calls introduce a large
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overhead that cannot be hidden by TLS. Moreover, iWatch&@() calls partially cripple
some conventional compiler optimizations such as regatecation. The result is worse
code and additional overhead. Overall, while for most aapidons the iWatcherOn/Off()
calls introduce negligible overhead, for gzip-STACK, h&d and gzip-1.2.4, they are re-
sponsible for most of the 80%, 179% and 168% overheads otiWatrespectively.

For the applications with STACKheck (gzip-STACK, ncompress-4.2.4, and polymorph-
0.4.0), the dominant overhead is the iWatcherOn/Off()scalince iWatcherOn() is called
before entering any functions and iWatcherOff() is callefbbe returning from any func-
tions, the frequency of iWatcherOn/Off() calls is correthto the function call frequency.
Therefore, so is the iWatcher overhead for STACHeck. For example, since gzip-STACK
has much more frequent iWatcherOn/Off() calls than ncosgre2.4 and polymorph-
0.4.0, it has much higher overhead.

Finally, there is a third, less important source of overhgad/NVatcher, namely the
spawning of monitoring-function microthreads. As indeztin Section 7, each spawn
takes 5 cycles. Column 4 of Table V shows the number of triggeaiccesses per million
instructions. Each of these accesses spawns a microtlfead.the table, we see that this
parameter varies a lot across applications. For most oéthpplications, the triggering
frequency is very small. Moreover, for all applicationseevf we had a higher spawn
overhead, such as 10 or 20 cycles, the total overhead imsitinificant.

Overall, we conclude that the overhead of iWatcher can bie (3@-179%) if the appli-
cation needs to execute more concurrent microthreads tirexds provided by the SMT
processor (gzip-ML and gzip-COMBO), or the applicationlc@WatcherOn/Off() very
frequently (gzip-STACK, bc-1.06, and gzip-1.2.4). For thtber applications analyzed,
the overhead is small, ranging from 0.1% to 10.5%.

Finally, the last three columns of Table V show other paransedf iWatcher execution:
average monitoring function size, maximum monitored mgnsize at a time, and total
monitored memory size, respectively. We can see that 6 wramit functions take less than
25 cycles, and there are 8 applications where monitoringtfoms take 45-429 cycles. In
some cases such as gzip-ML and gzip-COMBO, these relateghgnsive monitoring
functions occur in applications with frequent triggerinegasses. When this happens, the
fraction of time with more than 4 microthreads is high, whiesults in high iWatcher
overhead (Table IV).

The last two columns show that in some applications suchipsMiz and gzip-COMBO,
iWatcher needs to monitor many addresses. In this case hibekTable will typically con-
tain many entries. Note, however, that even in this casesitieeof the monitoring function,
which includes the Check Table lookup, is still modest. Tihibecause our Check Table
lookup algorithm is efficient for most applications evakgtn our experiments.

8.2 Benefits of TLS

As indicated in Section 7, our experiments are performedguBeportMode. In this re-
action mode, TLS speeds-up execution by running monitefiimgtion microthreads in
parallel with each other and with the main program. To eueldle effect of not hav-
ing TLS, we now repeat the experiments executing both mongefunction and main-
program code sequentially, instead of spawning microts¢a execute them in parallel.

Figure 4 compares the execution overheads of iWatcher aatth&r without TLS for
all the applications. The amount of monitoring overhead ti@m be hidden by TLS in
a program is the product of Columns 4 and 7 in Table V. For @agrwith substantial
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monitoring, TLS reduces the overheads. For example, inGOMBO, the overhead of
iWatcher without TLS is 61.4%, while it is only 42.7% with TL$his is a 30% reduction.
As monitoring functions perform more sophisticated tagkshsas DIDUCE's invariant
inference [Hangal and Lam 2002], the benefits of TLS will reeanore pronounced.
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Comparing iWatcher and iWatcher without TLS.

For programs with little monitoring, the product of Columhand 7 in Table V is small.
For these applications, TLS does not provide benefit, becdngse is not much overhead
that can be hidden by TLS.

Overall, we recommend supporting TLS, as it reduces theheaat of iWatcher in some

applications. We also note that TLS can be instrumentaficiefitly supporting Rollback-
Mode (Section 4.5).

8.3 Sensitivity Study

To measure the sensitivity of iWatcher's overhead, we eidify vary the fraction of trig-
gering accesses and the size of the monitoring functionsp&kferm the experiments on
the bug-free gzip and parser applications.

In a first experiment, we trigger a monitoring function evé¥yh dynamicload in the
program, whereN varies from 2 to 10. The function walks an array, reading eadhe
and comparing it to a constant for a total of 40 instructiong.he resulting execution
overheads for iWatcher (with the default 4-context SMT pasor), and iWatcher without
TLS are shown in Figure 5 (bar iWatcher-TLS4 and iWatcheN\®, respectively). The
figure shows that the overhead of iWatcher with TLS with freejuiriggering accesses is
tolerable. Specifically, the gzip overhead is 72% for 1 teiggut of 5 dynamic loads, and
194% for 1 trigger out of 2 loads. The parser overheads aretagbier, namely 182% for
1 trigger out of 5 loads, and 409% for 1 trigger out of 2 load8Matcher does not support
TLS, however, the overheads go up: 273% for gzip and 593%dwmqu for 1 trigger out
of 2 loads.

In a second experiment, we vary the size of the monitoringtion. We use the same
function as before, except that we vary the number of instras executed from 4 to 800.
The function is triggered in 1 out of 10 dynamic loads. Theultasy execution overheads

LFor parser, we skip the program’s initialization phase,chHasts about 280 million instructions, because its
behavior is not representative of steady state.
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Varying the fraction of triggering loads.

are shown in Figure 6 (iWatcher-TLS4 and iWatcher-NoTLS3)e Tigure again shows that
iWatcher overheads with TLS are modest. For 200-instrnati@nitoring functions, the

overhead is 65% for gzip and 169% for parser. In iWatcher authTLS, the overhead
is 173% for gzip and 356% for parser. As we increase the mongdunction size, the

absolute benefits of TLS increase, as TLS can hide more miorgtoverhead.
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Fig. 6. Varying the size of the monitoring function.
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8.4 Scalability Analysis

To evaluate the effect of architectural resources on iWatstoverhead, we use different
numbers (2, 4, 6 and 8) of microthread contexts for the twaerpents performed in the
sensitivity study (Section 8.3). Note that, in these experits, the SMT processors with
different numbers of contexts have the same number of shasedrces.

The first experiment varies the fraction of triggering asess as we did in the first
experiment of Section 8.3. The second to fifth bars in Figush&w that the execution
overheads for iWatcher with TLS on a 2/4/6/8-context SMTcpssor, respectively. The
results show that using a 4-context SMT reduces iWatchegshead more than using a
2-context SMT. However, using a 6 or 8-context SMT showkelithprovement over using
a 4-context SMT. More specifically, when using a 4-contextTSikktead of a 2-context
SMT, the gzip overhead decreases by 17.3% for 1 trigger o&itdyinamic loads, and by
11.4% for 1 trigger out of 2 loads. For parser, the overheddagon using a 4-context
SMT rather than a 2-context SMT is 18.6% for 1 trigger out ob&ds, and 14.2% for 1
trigger out of 2 loads. However, the overheads with a 6 ori@ed SMT are almost the
same as the overheads with a 4-context SMT in all triggeniagtiobns for both gzip and
parser.

The second experiment varies the size of the monitoringtifoimcas the second exper-
iment in Section 8.3. The resulting execution overheadslhogvn in Figure 6, from the
second to the fifth bars. The results again show that a 4-xo8MT is enough to reduce
the overheads to the minimum for almost all cases. There iseed to use more than 4
contexts for this experiment. For example, in the 200-utdton monitoring function case,
the overhead reduction as we get from two to four context$i§% for gzip and 23.8%
for parser. However, the overheads are pretty much the seonme4 contexts to 6 or 8
contexts.

9. DISCUSSION

Even though in this article, we have only demonstrated tigeafisWatcher in detecting
a few types of bugs, iWatcher can also have many other useexBmple, it can detect
many other types of bugs, such as uninitialized reads aradrdeés, and it can be used for
performance debugging and interactive debugging.

To detect uninitialized reads, the monitoring functiondsponsible for checking if the
first access to the monitored variable is a read instead ofite.wif it is, it indicates an
uninitialized read bug.

Detecting data race bugs is more complicated. For examptietect a shared variable
access without grabbing the corresponding lock, we needbtator each shared variable.
The monitoring function checks whether the thread curydrilds the lock associated with
the accessed variable.

iWatcher can also be used to provide more flexibility in iatdive debuggers such as
gdb. In particular, the BreakMode and RollbackMode can h@agbed by interactive de-
buggers to support more watchpoints efficiently with low rnead, and to rollback to
previous execution points in case of errors. Moreover, fnogners can alsimteractively
associate different monitoring functions with differenémory locations.

iWatcher also provides a general framework for performatetmigging. For example,
iWatcher can be used for value or address profiling wihy low overheadndwithout
instrumentingevery memory access. Value profiling detects the invaribmaoables and

ACM Journal Name, Vol. V, No. N, Month 20YY.



Efficient and Flexible Architectural Support for Dynamic Monitoring . 25

records the most likely values of a variable. This informattan then be used to help value
prediction, and guide automatically code generation faraggic compilation, code spe-
cialization and other compiler optimizations. Addresditirmy profiles the use of variables
to gather their temporal relationship, which can then gai@enory optimization (e.g., data
placement, and/or data layout) to improve data localityr@dtice cache misses.

10. RELATED WORK

Our work builds upon many previous proposals to improvevei robustness. Due to
space limitations, we briefly describe only related workt thas not been described in
previous sections.

Many tools have been proposed for dynamic execution maongokVell-known exam-
ples include Purify [Hastings and Joyce 1992], Intel threfaecker [KAI-Intel Corporation
], Eraser [Savage et al. 1997], StackGuard [Cowan et al.]129BUCE [Hangal and Lam
2002], Valgrind [Nethercote and Seward 2003], CCured [Qogichl. 2003; Necula et al.
2002], and many others [Austin et al. 1994; Loginov et al. 2(@atil and Fischer 1997,
1995]. Most of these tools rely on instrumentation to perfatynamic checks. Conse-
guently, to check all possible accesses to a given locatimy, typically need to instru-
ment more than necessary. Moreover, most dynamic checkeise significant run-time
overhead. iWatcher innovates with efficient and flexibleat@mn-controlled monitoring
capability.

Schnarr and Larus have proposed using unused processes tgckduce overhead for
code-controllednonitoring [Schnarr and Larus 1996]. Our work differs frdmeits in that
iWatcher provides convenient, flexible architectural sarpfo performlocation-controlled
monitoring, and uses TLS to hide monitoring overheads.

Austin et al. [Austin et al. 1994] have proposed detecting errors in @oilor array
accesses by validating dereferences against the poiatéiisutes, such as bounds. This
method can prevent a pointer pointing to an array from iremily moving out of bounds,
but cannot detect errors for general pointers such as liekgden structures. Moreover, it
performs checks sequentially and therefore can add laeuéirn overheads (130-540%).
iWatcher can be used to reduce these overheads. MoreovatchigV extends dynamic
monitoring from out-of-bound checks for array accessestation-controlled checks for
any general memory accesses.

To improve software debugging, several hardware suppaxts been proposed beyond
hardware-assisted watchpoints [Intel Corporation 206tingon 1982; Kane and Heinrich
1992; SPARC International 1992], including the proposaDpfinger and Lam [Oplinger
and Lam 2002], ReEnact [Prvulovic and Torrellas 2003], &redRlight Data Recorder [Xu
et al. 2003]. Oplinger and Lam use TLS to execute invariaptkh to detect bugs in par-
allel with the main program. ReEnact uses the state bufferollback, and re-execute
features of TLS to debug data races. The Flight Data Rectwgsrcoherence operations
into a file that can potentially be used to support replay &udyging. Our work is differ-
ent, since iWatcher’s contribution is to provide efficientldlexible architectural support
to monitor memory locations.

Our work is related to previous work on fine-grain accessrobffschoinas et al. 1994;
Witchel et al. 2002]. For example, Mondrian Memory Protet{MMP) [Witchel et al.
2002] provides access control at word granularity usingratgztion look-aside buffer”
(PLB) to record protection information. MMP can potentdie used to implement location-
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controlled monitoring. However, like hardware-assisteatchipoints, it needs to raise an
exception and, therefore can add significant overhead.

Our work is also related to some of the classic work on cajgdibsed architec-
tures [Fabry 1974; Levy 1984], protection-enhanced aechitres [Koldinger et al. 1992],
hardware support for security [Frantzen and Shuey 2001etL&. 2000; Suh et al. 2003;
Xu et al. 2002], TLS [Cintra et al. 2000; Sohi et al. 1995; fatefet al. 2000; Tsai et al.
1999], and hardware support for instruction-level progl[Dean et al. 1997].

11. CONCLUSIONS AND FUTURE WORK

This article has present@d/atcher novel architectural scheme for minimal-overhead locatio
controlled monitoring. iWatcher detects all accesses tatalved memory location, includ-
ing those by aliased pointer dereferences. To reduce cagyi@atcher optionally lever-
ages Thread-Level Speculation (TLS). We have evaluatedciv#a on applications with
various bugs. iWatcher detects all bugs evaluated in ougréxents with only a 0.1-179%
execution overhead. In contrast, a well-known open-sobucedetector called Valgrind
induces orders of magnitude more overhead, and can onlgtdetsubset of the bugs.
Moreover, even with 20% of the dynamic loads monitored in @ypam, iWatcher only
adds 72-182% overhead. Finally, TLS is effective at redyioverheads for programs with
substantial monitoring, and a 4-context SMT is enough téexehthe best performance in
our experiments.

We are in the process of extending this work in several walyst,ve plan to compare
iWatcher to other dynamic checkers beyond Valgrind. Moeeowe will evaluate iWatcher
for multi-threaded programs, which often exhibit harddtebug bugs such as data races and
deadlocks. In addition, we plan to test more applicatioapeeially large server programs
with real bugs. In order to do this, we are in the process ofragligg our simulation
infrastructure. We are also seeking help from the operatiysiem to handle cases of
VWT overflow. Finally, in this study, we have inserted iWatc®n/Off() calls manually
for some applications. It is more convenient to use a compil@n instrumentation tool
to insert them. Moreover, it is interesting to combine iVWiicwith an invariant-inference
tool such as DIDUCE [Hangal and Lam 2002], which can spec#ycled locations and
their associated monitoring functions. We are address$iesg issues.
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