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Abstract if one (or more) of the participating devices fails. It is pitge to

) design cost-effective FER that targets only a single dexdaeh

This paper pre_sents ReVive, a novel gene_ral-purpose olba 55 the processor core [3, 28, 30]. However, general-purpBse

recovery mechanism for shared-memory multiprocessorsivBe  is not cheap. The most popular such method is triple-modatar

carefully balances the conflicting requirements of availtabper_- ~ dundancy (TMR), in which each operation is performed byehre

formance, and hardware cost. ReVive performs checkp@intin jgentical devices and a majority vote decides the corretiteFor
logging, and distributed parity protection, all memonsed. It ot systems, the cost of TMR is prohibitively high. BER oals
enables recovery from a wide class of errors, including 81€-  ajledrollback recoveryor checkpointingcan be used in such sys-

nent loss of an entire node. To maintain high performanc®¥i@e  tems. With rollback recovery, the system stores infornmasibout

includes specialized hardware that pe.rforms frequentadipers in its past state. When an error is detected, this informatlowathe

the background, such as log and parity updates. To keep #te co gystem to be restored into a previous error-free state. Eie au-

low, more complex checkpointing and recovery functionspsne vantage of BER is that no hardware replication is requiredwH

formed in software, while the hardware modifications aretéoh ever, it has three disadvantages: the performance ovethead)

to the directory controllers of the machine. Our simulatiesults error-free execution, storage overhead, and the higheveeg la-
on a 16-processor system indicate that the average ee®rek- ency.

ecution time overhead of using ReVive is only 6.3%, while the In this paper, we present ReVive, a novel, cost-effectineste

achieved availability is better than 99.999% even when there for rollback recovery in shared-memory multiprocessortaiis-

occur as often as once per day. tributed memory. ReVive is compatible with off-the-shelbpes-
sors, caches, and memory modules. It only requires modditat

1 Introduction to the directory controllers of the machine, to perform mgmo

based distributed parity protection and logging in the lgacknd.

Both hardware and storage requirements are very modest.

ReVive has both good error-free performance and quick recov

Cache-coherent shared-memory multiprocessors are sgeing
despread use in commercial, technical, and scientific eguins.

In recent years, fault-tolerance has become an incregsimglbor- - . .
ery from a wide class of errors, including permanent lossrof a

“’.‘m feat.ure.(.)f .SUCh systems. In. some commgrual applmtlo entire node. Our experiments with 12 applications on a sited|
high availability is needed, as business transactions are being pro-,

o .~ 16-processor system show that the average overhead offexeor
cessed by the system. Some applications execute for a loeyg ti o .
" ; . . . execution is only 6.3%. When an error occurs, the system-s un
and require a highlyeliable execution environment. Examples

g . vailable for | han half nd on aver includ r-
of such applications are those that mine large data sets angt m available for less than half a second on average, inclutiego

. . S iy . rect work lost due to the rollback. The resulting availapilis
simulations. Unfortunately, both availability and reliiély are dif- g b

. . . L better than 99.999%, even when errors occur as often as @nce p
ficult to achieve in modern large systems. Improvementdizosi da
technology result in smaller feature sizes, while powesigition Y-

constraints result in lower operating voltages. Both oséhmake ¢ This pap;e éERorgﬁmzed ?S folltl)tws: Sectlon.zspr?_s ents fijenove
modern integrated circuits prone to transient and perntdaelts. axonomy o schemes for multiprocessors; Section 3pies

In large systems the problem is worse, as those systemsirtonta the d?:'gn\(;iva_e;'vii; Snegtlc;n 4 ﬁi(pla'?sjﬂmiim;ple?en;@ag
many interacting components that must all operate coytectl Sues In Revive, seclio ) presents our evajuation se upi
To deal with these problems, much work has been done in or-CoNtains the evaluation; Section 7 describes related viordly,

ror recovery. Typically, error recovery mechanisms aregatized Section 8 concludes.
into Forward and Backward Error Recovery (FER and BER). With 2
FER, hardware redundancy is added to the system, which makes
it possible to determine the correct outcome of an operatoen To understand the design space of BER schemes, we have de-

*This work was supported in part by the National Science Faund S|gne.'d a taxonomy. that (?Iassmgs the_ schemes accordlng.ae th
tion under grants CCR-9970488, EIA-0081307, EIA-0072108] CHE-  2X€S: how checkpoimtonsistencys achieved, how theeparation

0121357; by DARPA under grant F30602-01-C-0078; and bys difim between the checkpoint and the working data is done, and how
IBM, Intel, and Hewlett-Packard. checkpointstorageis protected from errors. Figure 1 shows the

tCurrently at Microsoft Research Asia: zzhang@microsofi.c resulting design space. We now consider each axis in turn.

BER in Multiprocessors: A Taxonomy
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Figure 1. Design space of multiprocessor BER schemes.

2.1 Checkpoint Consistency

Since threads executing on different processors interébt w
each other, they may createcovery dependenceshen one pro-
cessor is rolled back, it may be necessary to also roll bat&rot
processors. To maintain checkpoint consistency, thremappes
are used:

Global. All processors periodically synchronize to create a sin-
gle, global checkpoint [8, 13, 14, 15, 20, 21]. This is thepdst
approach.

Coordinated Local. Each processor periodically creates a local
checkpoint of its own state. If the processor has been ictieg
with some other processors, then those other processdiereee

to create their own checkpoints at the same time [1, 4, 5,2p, 3
The advantage is that independent computations do not Bynch
nize for checkpointing, while a disadvantage is that irctoas
must be recorded.

Uncoordinated Local. Each processor periodically creates local
checkpoints. Interactions between processors are rettaedo
not affect checkpoint creation. At recovery time, howevecal
checkpoints and interactions are used to find a consisteoveey
line. This approach allows synchronization-free checktiog,
but runs the risk of thelomino effecf22]. Uncoordinated check-
pointing is mostly used in loosely-coupled systems, whera-c
munication is infrequent and synchronization expensiv& [@6].
However, it has also been used in tightly-coupled systems [2

2.2 Checkpoint Separation

We group schemes into four classes based on how checkpoing

data is separated from working data.

Full Separation. Checkpoint data is completely separate from
working data [4, 6, 26]. A naive way to establish a checkpaint
to copy the entire state of the machine to another area. Arbett

for those elements that have been modified since the laskchec
point. Consequently, less storage is needed [21]. Withebuff
ing, the modified elements are accumulated in a buffer, afyia
cache or a write buffer [1, 5, 32]. When a new checkpoint is cre
ated, the main state of the machine is typically updated Ishihg
the buffer into main memory. While checkpoint generatioryma
be regularly scheduled, it may also be asynchronously erieg)
by buffer overflow.
Partial Separation with Renaming. When a checkpoint is es-
tablished, all state is marked as read-only. An update toge pa
causes the page to be copied to a new location, which is masked
writable and mapped into the working state in place of thgipail
page. The original page is no longer part of the working dtate
remains in the checkpoint state. When a new checkpointabest
lished, all such pages are garbage-collected [8, 15, 2@AMA
machines, this approach can be used at the granularity obnyem
lines [14, 15].
Partial Separation with Logging. Logging does the opposite of
renaming: the old, checkpoint value, is copied to@ while the
original location is modified and remains part of the workétgte
[13, 25, 27, 32]. As a result, logging does not require supmor
map and unmap pages or memory lines into and out of the work-
ing state. This makes logging more suitable to fine grain capy
which minimizes fragmentation. Typically, the log is a dgot
ous structure which contains data that is needed only ftivack
recovery to a previous checkpoint. Once a new checkpoirg-is e
tablished, the log space can be easily reclaimed withoufirieg
garbage collection mechanisms.

Different separation mechanisms may be used for different
parts of a machine’s state. For example, both buffering age |
ging are used in [32].

2.3 Checkpoint Storage Protection

Finally, we group schemes into three classes based on how the
checkpoint storage is protected from errors:
Safe External Storage.The checkpoint is stored in external stor-
age that is assumed to be safe [6, 26]. Typically, such stasag
disk array. Since RAID can be used to protect disks against mo
common errors [17], the assumption of safety is reasonable.
Safe Internal Storage. The checkpoint is stored in main mem-
ory or other internal storage and made safe through redegdan
across the nodes. Checkpoint state can be restored everaifist
on a limited number of nodes (typically one) is damaged. meso
systems, safe internal storage is provided by duplicatf@meck-
oint data in main memory [5, 8, 14, 15]. Alternatively, ithche
rovided usingV + 1 parity. In this case, lost checkpoint data in
a node can be recovered by examining the memories of the other
N nodes [20, 21]. Checkpointing to main memory is much faster
than checkpointing to external storage [21].
Specialized Fault Class. The checkpoint storage is not pro-

way is to realize that much of the machine state does not &ang tected with redundancy across nodes. However, the system is

between checkpoints. Thus, establishing a new checkpomt ¢
sists of merely updating the old one, by copying into it thetest

that has changed since the old checkpoint was establistresie T
are other optimizations to reduce copying, sucimasnory exclu-

sion[18].

Partial Separation with Buffering. With partial separation,

not expected to recover from faults that can damage that stor
age [1, 4, 13, 25, 27, 32]. For example, a design for recovem f
processor errors can keep the checkpoint in caches or memory
without redundancy, while a system designed for recovesynfr
cache errors can keep the checkpoint in main memory.

Overall, designs using safe external storage can recover fr

checkpoint data and working data are one and the same, exceptven the most general fault, namely loss of the entire macHihe



designs using safe internal storage cannot recover if ninae &
certain number (typically, one) of internal storage congrua are
faulty. Finally, the designs with a specialized fault classinot
recover from even a single error that makes any checkpairage
component unavailable.

3 ReVive Design

This section presents our cost-effective design for rokba-
covery. We first discuss the choice of design point (Sectid), 3
then describe the mechanisms supported (Section 3.2), raaily fi
explain our choice of parameters for the design (Sectionh 3.3

3.1 Choice of Design Point

Our goal is a cost-effective general-purpose rollback yeco
ery mechanism for high-availability and high-performashared-
memory multiprocessors. Cost-effectiveness implies timdy a

modest amount of extra hardware can be added. Generalgairpo

implies recovery from a wide class of errors, including panent
loss of an entire node. High availability requires thategstiown-
time due to an error be short. Finally, high performance ratesl
low overhead during error-free operation.

ReVive is compatible with off-the-shelf processors, caclaad

processors. Furthermore, they are suited to shared-memary
chines, where processor communication and synchronizatie
efficiently supported. For example, in the Origin 2000, 16ges-
sors can synchronize at a barrier in19[10].

Checkpoint Separation: Partial Separation with Logging. Par-

tial Separation schemes have low storage overhead andjdeeca
they restore only a fraction of the working state, recoveck]y.
Among these schemes, Logging is the most flexible. With Log-
ging, we can choose the checkpoint frequency; with Buftgrin
buffer overflows trigger checkpoint generation. With Laugiwe
perform fine-grain copying, which has low overhead and mini-
mizes memory fragmentation; with Renaming, the copying can
only be easily done in software at the page granularity. IFirthe
simplicity of logging allows an efficient hardware-assistaple-
mentation through simple extensions to the directory abler
Checkpoint Storage: Safe Internal Storage with Distributed
Parity. Given the low speed of disks, using external storage for
checkpoints typically induces a high recovery time. Funtiere,

it dictates a low checkpoint frequency to maintain tolegeadler-
head under error-free conditions [21]. For this reason, twees
the checkpoint data in memory. However, since we target acbro
range of errors, we must assume that the contents of main ngemo
can be damaged and even a node can be lost. Consequently, we

memory modules used in modern multiprocessors. For example protect memory with parity distributed across memory mesl

the SGI Origin 2000 [11] uses off-the-shelf processor ghigigch
include caches and cache controllers, and can use offhté-s

This scheme uses much less memory than mirroring. Addition-
ally, instead of having dedicated parity node(s) as in [2@ dis-

DRAM modules. The major custom-designed components are thetripute the parity pages evenly across the system. Thisoaphr
directory controller, the network interface and the memecop-
troller. We keep our hardware modifications limited to theedi
tory controller (Figure 2).
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Figure 2. Scalable shared-memory multiprocessor with ReVive.

allows all nodes to be used for computation and avoids plessib
bottlenecks in the parity node(s). Finally, instead of ujmipthe
parity in software at checkpoint creation time, we exteral dit
rectory controller hardware to automatically update thsritiuted
parity whenever a memory write occurs. This approach rezluce
the overhead of creating a checkpoint.

3.1.1 Overview of Solution

During error-free execution, all processors are peridljica-
terrupted to establish a global checkpoint. Establishinteck-
point involves flushing the caches to memory and performing a
two-phase commit operation [23]. After that, main memorp-co
tains the checkpoint state. Between checkpoints, the mecoor-
tent is being modified by program execution. When a line of
checkpoint data in main memory is about to be overwrittes, th
home directory controller logs its content to save its clpedakt
state. After the next checkpoint is established, the logshm
freed and their space reused. In practice, sufficient logkept
to enable recovery across as many checkpoints as the vamst-c

Our design choice is influenced by the availability require-
ments. The error frequency we expect is from once a day to@nce When an error is detected, the logs are used to restore the mem
month [19]. To achieve reliability of 99.999%, our targes®m’s ory state at the time of the last checkpoint that precedesrtioe.
unavailable time due to an error should be no more than 864 mil The caches are invalidated to eliminate any data modifiexshne
liseconds for the high error frequency range and no more2dan  checkpoint and the execution can proceed.
seconds for the low error frequency range. To enable recovery from errors that result in lost memory-con

In the rest of this section, we discuss which design point in tent, pages from different nodes are organized into pariyjs.
our taxonomy of Section 2 is most conducive to our goal, give a Each main memory write is intercepted by the home directory
overview of our solution, and then explain the types of erfoom controller, which triggers an update of the correspondiagty
which our scheme can recover. located in a page on another node. The parity informatioh wil
Checkpoint Consistency: Global. Global schemes are the sim- be used when the system detects an error that caused thef loss o
plest because they do not need to record interactions betwee memory contentin one node (e.g., if a memory module failder t

error detection latency requires.



node is disconnected). Then, the parity and data from thairem
ing nodes are used to reconstruct the lost memory conteimthwh
includes both the logs and the program state. Logs are resmve
first. Then the regular rollback described above can pracaéd
ter that, normal execution can continue, while the remajitast
memory is reconstructed in the background.

3.1.2 Types of Errors Supported

Error Detection Assumptions. In our system, we assume error
detection support that provides fail-stop behavior [23]tfee Re-
Vive hardware in the directory controller (Figure 2). Thancbe
done with careful design and judicious use of replicatiomhiat
module. In addition, parity update messages and their adkno
edgments have to be protected by error detection codesllyFina
the data paths in the memory controllers and memory modides a
have to use error detection codes. All of this is needed tectet
garbled parity or log updates before they damage the chaukpo
state. We do not make any additional fail-stop assumpti@is.
course, error detection latency must have an upper bouna of n
more than a few checkpoint intervals, to keep the space nequi
ments in the logs reasonably modest. Further discussiorraf e
detection mechanisms is beyond the scope of this paper.
Recovery from Multi-Node Errors. ReVive can recover from
multiple transient errors that occur in the white areas glFé 2

in multiple nodes simultaneously. For example, considelitahy
that causes a reset of all the processors in the system alwd sheef
all cached data. This leaves the checkpoint and the logsimane
intact, and so ReVive can recover. Another example when\reVi
recovery is possible is an interconnect glitch that damagesral
in-transit messages in different parts of the network ownet
interfaces. However, ReVive cannot recover from multipi®es
that occur in the gray areas of Figure 2 in multiple nodes kimu
taneously. For example, two malfunctioning memory modoles
different nodes may damage a parity group beyond ReVivéls ab
ity to repair.

Recovery from One-Node Errors.ReVive can recover from mul-
tiple permanent or transient errors that occur in a singteend his
includes complete loss of an entire node. For example, tiuars
when a node’s network interface permanently fails. In thises
ReVive performs recovery of the lost memory and a rollbachk- A
other example of a one-node error is a single faulty procehsd
erroneously modifies memories in several nodes. After thigr e
is detected, a rollback to a past checkpoint restores thiersys

3.2 Mechanisms in ReVive

Node 0

Node 1 Node 2 Node 3

Parity

Figure 3. Distributed parity organization (3+1 parity).
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Figure 4. Distributed parity update on a write-back. Messages
are numbered in the chronological order.

new checkpoint by protecting thentire main memory with dis-
tributed parity that is updated whenever the memory is wgztldh

this way, the distributed parity is already up-to-date whemew
checkpoint is to be created.

Figure 3 shows how memory pages are organized into parity
groups 8 + 1 parity is shown). Figure 4 shows the actions per-
formed when a memory line is written-back to main memory. The
home directory controller intercepts the write-back resju’. It
first reads the current contents of the line from memory. Then
the new content®’ are written. At this time, the write-back can
be acknowledged to the requester, if such an acknowledgiment
required, but the directory entry for the line stays busye par-
ity updatelU = D XOR D' is computed and sent to the home of
the parity. When it arrives there, the directory controtiethe par-
ity's home node reads the previous patitycomputes the updated
parity P = P XORU = P XOR (D XOR D'), and stores
it back. Then, the parity update is acknowledged to the hoime o
the data. At such time, the directory entry for the memorg g
marked as no longer busy and other transactions for that memo
line can be processed.

Note that the same hardware can be used to sugstributed
memory mirroring{maintaining an exact copy of each page on an-
other node). Mirroring is just a degenerate case of ouryprit-
tection mechanism, when one parity page is used to protégt on

The new mechanisms are hardware-based distributed parityyne data page. In that case, the two memory reads and and the

protection in memory and hardware-based logging. Thisaect
describes these mechanisms plus how to perform a globak-chec
point and a rollback.

3.2.1 Distributed Parity Protection in Memory

In Section 3.1, we explained our decision to protect thekchec
point data in main memory by using distributed parity. Teehn
cally, parity protection is needed only for checkpoint dats re-
covery would overwrite non-checkpoint data with checkpoon-
tents. However, in error-free execution non-checkpoirnéa dizter

XOR operations in Figure 4 can be omitted.

Finally, we note that updating parity (or even mirroring)ewh
ever data is written to memory would be prohibitively expeas
if performed in software. However, with our hardware impém
tation, these updates are performed in the background whele
processors continue program execution uninterrupted.

3.2.2 Logging

After a checkpoint is established, the checkpoint statesists
of all the data in main memory. Subsequent program execution

becomeghe new checkpoint data. We speed up the creation of amodifies this data. To prevent the loss of part of the checkpoi
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Figure 5. Logging and parity updates for (a) read-exclusive and
(b) write-back access to a line that has not already been logged
since the last checkpoint. Only the home node of both the data
and the log is shown.

state, we use logging. Before a line in memory is written for
the first time after a checkpoint, the previous content oflite

is logged. In this way, all checkpoint data that has been-over
written can still be found in the log. Like the parity updatas
Section 3.2.1, the logging is performed by our enhanceduing
controller.

Main memory is modified by write-backs of dirty lines. When a
write-back arrives at the home node of the data, we checkhehet
this is the first modification of the line since the last chesikp
If it is, the previous content of the line is read from memonga
saved in the log before the new content of the line is written t

In some cases, the directory controller may not receive érea
exclusive or upgrade message before it receives the waitk-for
a line. For example, this occurs in uncached writes and when t
processor writes to lines in shared-exclusive state. s ¢hie,
the operations on the log and the data are performed as part of
the same transaction. This case is shown in Figure 5(b). Note
that the second read to the lii2in memory could be eliminated
if the contents read by the first read are cached by the digecto
controller. In our evaluation we do not assume such supasirit,
would require a small data cache in the directory controller

A modified line only needs to be loggedcebetween a pair of
checkpoints. To this end, the directory controller is eghwith
one additional state bit for each memory line, which we dadl t
Logged (L)bit. This bit is used to detect whether a particular line
has already been logged. Thebits of all lines are gang-cleared
after each new checkpoint is established. THs#t of a line is set
when the line is logged, to prevent future logging of thaglin

Table 1 summarizes the events that trigger parity updatés an
logging, the actions performed, whether the actions arbeworit-
ical path of the processor’'s execution, the number of aulutii
memory accesses performed, the number of additional memory
lines accessed and the number of additional inter-nodeagess
required. As we can see, none of the actions directly affest t
processor’s execution, although the most complicated famtli-
nately, least frequent case does result in delaying thecadkag-
ment of a writeback. We also see that, although the new apesat
require 3 to 8 additional memory accesses, they access doly 1
3 additional memory lines. The remaining additional acessse
re-accessing already accessed memory locations. Fudherthe
log is accessed in a sequential manner, and so is its pardgy. R
peated accesses to the same memory line and accesses meonse
tive lines can be performed very efficiently in modern DRAMs.

3.2.3 Establishing a Global Checkpoint

Parity updates and logging allow the machine to recover to a
previous checkpoint state. Establishing a new checkpaisgre
tially commits the work done since the previous checkpoBg-
cause the main memory contains the checkpoint state, ttecaea

memory. Note that the log and the data are in the main memorynew checkpoint we must first ensure that the entire currete sf

of the same node, and that both are protected by distribatety.p
The logand its paritymust be fully updated before the data line
can be written.

Fortunately, most often we know that the block will be modifie
before the write-back is received by the home. Requestsdika-
exclusiveor upgrade which result from write misses in the cache
or write hits on shared lines, signal an intent to modify tlexk.
Figure 5(a) shows the operations performed by the hardwheaw
a read-exclusive (RDX) message is received by the memorg for
line that has not yet been logged since the last checkpoimmF
Figure 5(a) we see that the data can be supplied to the requaesst
soon as it is read from memory. Alternatively, if an upgrade p
mission is all that is needed, it can be granted immediaf&he
logging is performed in the background by the directory oalter.
The directory entry for the block stays busy until the ackisoly-
ment is received for the parity update. This ensures thatewo n
operation is started for this block until its log entry hagsiéully
created. When the write-back arrives, the line has alreadynb
logged and the write-back proceeds as shown in Figure 4.

the machine is in the main memory. This is done by storing the
execution context of each processor to memory and writagkb
all dirty cached data to memory. Each processor waits ulhtika
outstanding operations are complete. Then, we atomicatiynait
the global checkpoint on all processors, which we do usimvgoa t
phase commit protocol [23]: all processors synchronizekrtize
state as tentatively committed, synchronize again angl fidm-
mit. After the new checkpoint is established, we can freestiaee
used by logs needed to recover to an old checkpoint that is no
longer needed. If the maximum detection latency is smalkeep
only two most recent checkpoints. This is needed because an e
ror can occur just before establishing the newest checkploir
be detected after it is already established. In that caseeem/er
to the second most recent checkpoint. For larger error tietec
latencies we can keep sufficient logs to recover to as many pas
checkpoints as needed. Support for that can be easily mdvid
without additional hardware modifications.

Figure 6 shows the time-line of establishing a global check-
point. The timing parameters are discussed in Section 3.3.



# of Extra | # of Extra | # of Extra
Event Actions Critical Path? Memory Lines Network
Accesses| Accessed| Messages
Write-back to memory, Update data parity] No, done after ack to CPU 3 1 2
already logged (L=1). Figure 4.
Read-exclusive or upgrade, Copy datatolog | No, done after reply to CPU 1 1 0
not yet logged (L=0). Figure 5(a)l Update log parity | No, done after reply to CPU 3 1 2
Write-back to memory, Copy datatolog | No, but ack to CPU delayed 2 1 0
not yet logged (L=0). Update log parity | No, but ack to CPU delayed 3 1 2
Figure 5(b). Update data parity] No, done after ack to CPU 3 1 2

Table 1. Events that trigger parity updates and logging.

Execute Establish Checkpoint Execute Machine Unavailable Degraded

Execution
~100ms <Sus ~1ms <20us ~100ms ~100ms._ 100ms_ | _ 80ms . 50ms . ~100ms . _ ~490ms ~20s

Phase 1 Phase

=

“Detection Reconstruct Rollback :Reconstru
% Latency Lost Log Lost Data

Timer i i Time Useful Work £ Barrier
Interrupt D Program Execution = Barrier Checkpoint Error Self Check, D .
. Cache Flush Rerouting . Lost Work ReVive Recover
Figure 6. Time-line of establishing a global checkpoint. Figure 7. Time-line of recovering from node loss.
3.2.4 Rollback per node M x N megabytes of data and megabytes of parity

are inaccessibfedue to either being lost or belonging to a par-
ity group where another page has been lost. This means tat th
performance of the machine after the recovery can be degfade
two reasons: the machine has one less processor and tha@gnai
processors are devoting some of their time to rebuildingidre-
aged parity groups. However, the machine is available dutiis

Finally, we examine the operations performed when an esror i
detected and our rollback mechanism is activated. Figut®ws
a time-line of recovery in the worst scenario, in which a n&le
permanently lost just before a new checkpoint is créat®dhen
the error is detected, the Phase 1 of recovery involvesitettie
hardware and re-initializing it. This includes resettimg tpro- ) ) . ’
cessors, invalidating the caches and directory entriesiarghse M€ performing useful computation and responding to rexte
of permanent errors, routing around the failed componehesg ~ €vents, although with reduced computational capabilities
steps are outside the scope of this paper. Phase 2 involirgg us  1he times shown in Figure 7 are worst-case unavailable times
the distributed parity to rebuild the contents of the losdeis log. ~ for the application that required the longest recovery timeur
This is needed only if the main memory contents of a node have®valuation (Section 6.3). The unavailable time due to a rioste
been damaged or lost. Phase 3 involves using the logs toeektn I the average case (error half-way into a checkpoint iaiand
main memory into a checkpoint state (rollback). Pages tawhi On average across the applications we study is only aboutr350
checkpoint data is restored are rebuilt on demand, usinglithe ~ We also note that there are many transient and even permanent
tributed parity. At the end of Phase 3, parity groups affeédig errors that do not result in the loss of a node’s memory. Fer ex
losing a node are marked as inaccessible and the program-exec @MPle, errors in the processor core or caches of a node may lea
tion can continue. Figure 7 also shows barriers at the entiafgs ~ the memory of that node fully operational and accessibleuth
2 and 3. cases, no reconstruction of any lost pages is needed. Qersifg
Recovery is not complete when the program execution contin- Phases 2 and 4 in Figure 7 are completely eliminated and Rhase
ues. Because memory content has been lost, unavailabty pari 1S Significantly faster. In such cases, the unavailable iimtae
groups must be repaired. This is done by background pragesse 8verage case and on average across the applications isbanly a
as Phase 4 of the recovery. The processes rebuild the migmijeg 220 MS, using the same parameters as in Figure 7.
of inaccessible parity groups. In addition, if program exemn at-
tempts to access an inaccessible page, the resulting palgésfa 3.3 Overheads
handled by immediately rebuilding the group’s missing page 3.3.1 Error-Free Execution
If an entire node has been lost, a large amount of memory can

be inaccessible. Specifically, wifii + 1 parity andM megabytes Logging and Parity Maintenance. These operations overlap with

useful computation on the processors. They cause perf@enan

Lin reality, this particular error will be detected when thissing node overhead only through increased contention for memory hed t

fails to arrive to the barrier when establishing the cheaMpoTo con-

servatively determine the worst-case timing, we ignore é&md allow the 2Minus those pages already rebuilt because they contairelbgs or
remaining processors to establish a faulty checkpoint antirue. the data accessed during the rollback phase.




network. In general, the overhead of logging is proportidoa
the number of lines written between two checkpoints, while t
overhead of parity maintenance is proportional to the nurobe
dirty lines displaced from the caches. Consequently, thdypa
maintenance overhead depends on whether or not the worling s
of the application fits in the L2 cache: if it does not fit, the re
sulting frequent write-backs can cause a high overhead ritiypa
maintenance. Finally, note that logging and parity maiatee
are performed by the directory controllers and do not sigaifily
affect scalability of the system: adding more nodes to thetesy
results in more logging and parity maintenance, but alss atlate
directory controllers to perform these operations.

Establishing Global Checkpoints. When it is time to create a
new checkpoint, a cross-processor interrupt is delivevealltthe
processors. This interrupt can be delivered in unges 24]. Sav-
ing the processor’s execution context takes little time sMuad the
overhead in establishing a new checkpoint comes from wgritie
dirty cached data back to memdryrhe time this takes depends on
the cache size. Our simulation experiments show this to bben
order of 100us for small (128 Kbyte) caches, and 1 ms for larger

(2 Mbyte) caches. In Figure 6 we assume 2 Mbyte caches. In the

two-phase commit, most of the overhead comes from two global
barrier synchronizations, which take up to A8 each [10]. Re-
claiming the log space only involves moving the log head f@in
and a few bookkeeping operations locally performed by each p
cessor, which have negligible overheads. To keep checlipgin
overheads small (about 1% of the execution time), the clankp

in Figure 6 are created once every 100 ms.

Table 2 summarizes the overheads in the error-free executio

Characteristics of the
application’s working set
Does not fit in L2

Fits in L2, mostly dirty
Fits in L2, mostly clean

High Checkpoint
Frequency
High Overhead
High Overhead
Medium Overhead

Low Checkpoint
Frequency
High Overhead
Low Overhead
Low Overhead

Table 2. Effect of application behavior and checkpoint frequency
on error-free performance.

3.3.2 Recovery

Recovery.The first phase of recovery is to check the system com-

node. If the log entry is to be restored into a page that is aifrav
able, that page’s parity group is rebuilt first. The time tofpen
the rollback is proportional to the size of the logs, but alspends
on how many lost data pages have to be rebuilt while rollinckba
Rebuilding the parity groups of these pages, if it is neetides
more time than the actual copying of data from the log inte¢he
pages. Our experiments indicate that this phase takes (@9tm4
in the scenario presented in Figure 7.

Redoing the Work. When an error occurs, rollback recovery re-
stores the system to the checkpoint state that precedesrtre e
All work performed between that checkpoint and the actratf

the rollback has to be re-done. On the average, the lost wark p
formed before the error occurs is half of the checkpointriratks.
Also lost is the work performed until the error is actuallyetted.

If we assume a checkpointing frequency of once every 100 mhs an
error detection latency of 80 ms, the resulting lost work3e fns.
The worst case is if the error occurs just before the systeabes
lishes a new checkpoint, in which case 180 ms of work is lost.

Overall, assuming the parameters explained above, the ma-
chine is unavailable for about 820ms in the worst case. Thi-av
ability of the machine isA = (Tx — Tu) /T, whereTg is mean
time between errors arifly is the mean time the machine is not
available due to an error. Even assuniing = 1 day, the resulting
availability with ReVive isA = 99.999%. If most errors do not
result in losing memory contents, the average unavailatue is
only 250 ms, which results id = 99.9997% availability.

Rebuilding Lost Memory Pages.Our experiments indicate that,
if the lost node had 2GB of memory afidt+ 1 parity was used,
a 16-processor machine requires about 20 seconds to fblljide
all affected parity groups, if it devotes half of its comptida to
rebuilding the damaged parity groups and the other half éfulis
computation. Note that this step is not needed if the erresamt
result in losing memory contents.

4 ReVive Implementation Issues

ReVive does not require processor or cache modificatioris. Al
hardware modifications are confined to the directory colarol
Now we discuss these modifications, as well as the possibésra

ponents to determine what happened and, in case of permanem.1 Extensions to the Directory Controller

faults, route around the faulty component. While the immgam
tation of this phase is outside the scope of this paper, itatitun

has to be taken into account. It has been reported in [29]Ihieat
hardware recovery time for Hive/FLASH are about 50 ms for a
16-processor system. This time includes diagnosis, regpanafi
tion and a reset of the coherence protocol. We assume thiat-a si
ilar hardware recovery can be performed in our system in 50 ms
Phase 2, rebuilding the log pages of the failed node, taketirtte
proportional to the size of the log, but can be done in pdrbife
the remaining processors. Our experimental results itelibat in

the scenario of Figure 7 this phase takes up to 100 ms, asgumin

The additional supports required by ReVive are protocamext
sions and, optionally, thebit for each directory entry as described
in Section 3.2.2.

4.1.1 Protocol Extensions

ReVive requires protocol extensions to perform the parity a
log operations described in Sections 3.2.1 and 3.2.2, ctsphy.
These extensions need new transient states in the direzbory
troller entries and new types of messages. The new trarstees

checkpoint frequency of once every 100 ms. In Phase 3 each proimplement the protocols in Figures 4 and Figure 5. The new mes

cessor uses the local log to roll back the memory contens afin

3Note that these operations trigger the parity updates assilgly even
logging.

sages are thgarity updatemessage and its acknowledgment. Only
the directory controller is affected by these changes —énemes-
sages are communicated between directory controllers aad n
not be observed by the caches.



4.1.2 Hardware Modifications the L' becomes inaccessible, then the memory where it was writ-
ten will be rebuilt usingL,, into the L state. Becausé does not
contain a valid Marker for the current checkpoint, it willtrime
used for recovery. The original checkpoint d&as still unmodi-

fied in memory, so no recovery is needed to restore it. Sipiléir

the node wheré,, is stored becomes inaccessible will be used

to restore its memory to thg;, state. Then the log entr’ will

Recall that the. bit indicates if the line has already been logged
in this checkpoint interval. Using this bit improves perfance,
but is not needed for the correctness of ReVive. Indeed owtth
we simply have to log the previous content of a memory lingyeve
time it the line is written back. However, recovery is stidlgsible

by restoring the log entries back into memory lines in therse o a4 1o restor®. This operation is unnecessary because the
order of their insertion into the log. data memory still contains the checkpoint d&ta However, it is
Since thel bits are optional, we can design the controller so correct.
that they are supported inexpensively. For example, if yiséeén  Data-Parity Update Race.An error that occurs after the log and
has a direCtory CaChe, then Only the entries in that cache toee its parity have been Correcﬂy updated does not Compromm/p
have thel bit. When the entry of aline is displaced from the di- ery, even if the write OD’, D’p7 or both is incomp|ete or not per-
rectory cache, it bit is lost. As a new entry is allocated, the  formed at all. This is because the checkpoint conferis found
bit is reset to zero. With this approach, a memory line is ecca in the log and restored into data memory.
sionally logged multiple times between two checkpoint, the Checkpoint Commit Race. To make sure that checkpoint data
correctness of ReVive is unaffected. from different checkpoints is cleanly separated, we useiaveof
During the operations on the parity and the log for a line, the the two-phase commit protocol [23]. It is implemented witfot
line remains in a new transient state in the directory. Ohee t barrier synchronizations. Passing the first barrier indis¢hat all
operations are complete, the line reverts to one of the nema  processors have flushed their caches and all resulting nyauper

herence states. Overall, this support requires only somli¢ @bl dates are complete. After the first barrier, each procesadksrin
storage (at most a few additional bits per directory entng) does the local log that the new checkpoint is established. Thassp
not interfere with the overall design of the directory colier. ing the second barrier means tlagdit processors have marked the
checkpoint as established. Without the second barriegutievbe
4.2 Race Conditions possible for a processox to continue executing before proces-

= ) sorY has marked its checkpoint as established. As a result, data
Most race conditions in our extended protocol can be han- giored inys local memory and modified b would be logged
dled in the same way other similar race conditions are handle ;¢ part of the old checkpoint instead of the new one. Afteatang
in the baseline protocol without ReVive — by serializing@ses  {he new checkpoint, the log space that is no longer needetiecan
to the same memory line and sending negative acknowledgment recjaimed. For example, assume that the error detectiendgis
to avoid deadlocks and livelocks. However, some race comdit  g,ch that two checkpoints must be kept. After creating cheick
are related to error recovery and need to be carefully censitl N, checkpointN' — 2 is no longer needed. Therefore, log entries

We identify five classes of race conditions. Four are speicifaur created between checkpoii¥s— 2 and N — 1 can be reclaimed.
protocol, while the fifth one is common to all checkpointingto-

cols. In the following we assume thatis the checkpoint content 5 Evaluation Environment
of a data line and thab’ is the modified content of that data line.
Before D is overwritten withD’, it is logged into a log entry.’.
Creation ofL’ overwrites some previous memory conténtThe
parities ofD, D', L, andL’ are D, D,, L, andL;, respectively.
Note that if D is lost butD, is still in memory, memory rebuild-
ing using parity groups will restor®, and vice versa. A similar
property holds foiD' andD,,, L and L, andL' and L,,.

Log-Data Update Race.We do not allow any update to data (or
its parity) before the log (and its parity) are fully updatéd this
way, if an error occurs beforB’ and L, are safely stored) and
D, are stillin memory. If, on the other hand, an error occurdevhi
D" or D, are written to memory." andL;, are safely stored and  gjpe in Section 3.2. Contention s accurately modelederen-

can be used to roll back  andD,. tire system, including the busses, the network and the mam-m
Atomic Log Update Race.Consider an error that results ina par- ory. Table 3 lists the main characteristics of the archiest

tial update of a log entry. It would be a mistake to use suchéitye  Applications. We evaluate our scheme using all 12 applications
to “restore” the data content. Thus, the log entry is creatdate from the Splash-2 suite [31]. These applications are reptas
following manner: the log entry is written, followed by a Nar tive of parallel scientific workloads and exhibit a wide eyi of

that validates it. Incomplete entries have no valid Marlerd are sharing and memory access patterns. Table 4 shows the @pplic
not used for recovery. Similarly, the parity update for thgéntry  tion names and the input sets we used. The data are allocated o
is written before the parity update for the Marker. This jpr#8 an  the nodes of the machine according to the first-touch politys
incomplete parity update from being used in a recovery. results in local allocation of private data, while sharethdae al-
Log-Parity Update Race. Consider an error that occurs after log located in the memory of the first node that accesses thenheCac
entry L' has been written, but before its parify, is updated. If sizes of 16kB for L1 and 128kB for L2 are chosen following [31]

Architecture. To evaluate ReVive, we use execution-driven sim-
ulation. Our simulator is based on an extension to MINT tzat ¢
model dynamic superscalar processors in detail [9]. Theiteic
ture modeled is a CC-NUMA multiprocessor with 16 nodes. Each
node contains a processor, two levels of cache, a directomy ¢
troller, a network interface, and a portion of the main meynufr
the system (Figure 2). The processor is a 6-issue dynamarsup
scalar. The caches are non-blocking and write-back. Themsys
uses a full-map directory and a cache coherence protocdhsim
to that used in DASH [12]. The directory controller is exteddo
support logging and distributed parity needed for ReViveda-



_ _ Processor As for the overhead of establishing checkpoints, most of it i
|6-'Stsue_ Cijyna_"gg 1GHz ant'(];md/lzt Ftp::l_giéz due to writing back all the dirty lines in the caches. Thisreve
nst. window: ending 1d,s% 25, head is largely proportional to the size of the L2 cache. &inc

Memory System . )
[ 16KB, 2ns hit, 4-way assoc, 64-B line, wiite back we use small caches, we can model the overhead in a real sys

L2: 128KB, 12ns hit, 4-way assoc, 64-B line, write back tem by_checkpointing proportionally more often. In S_ecm)B.Z,
Bus: 100MHz 64-bit quad-data-rate (Like Pentium 4 systes) Qu we estimated that a real system needs to checkpoint oncg ever
Memory: 100MHz 16-bank DDR, 128 bits wide, 60ns row miss 100ms to achieve 99.999% availability when error frequeiscy
(Essentially, two PC1600 DDR SDRAM modules in parallel) once a day. This estimate assumes 2MB L2 caches. According to
Dir controller latency: 21ns (pipelined at 333MHz) Section 3.3.1. the ti i tablish heckpoint i SHEm
Network: 2-D torus, virtual cut-through routing ecton 5.5.4, e_ Ime 1o establis a_c eckpointin a sy "
Message transfer time 30ns + 8ns * # hops 128KB L2 caches is an order of magnitude smaller than with 2MB
No-contention latency (ns): _ L2 caches. Consequently, our simulated system checkpoiirgs
2 (L1 hit), 14 (L2 hit), 105 (Local Mem), 191 (Neighbor Mem) order of magnitude more frequently — once every 10ms.

Table 3. Architectural characteristics of the system we model. To help isolate the overheads of parity updates and log main-

tenance, we also perform simulations with an infinite cheakp
to produce representative behavior given the relativelglsm- interval.

put sets of Splash-2. The working sets of most Splash-2@pli Comparison to Commercial Workloads. While ReVive targets
tions fit even in relatively small caches [31]. The only excap commercial, technical, and scientific workloads, the eatidun in

is Radix, where about 256kB are needed to accommodate the firsthis paper does not include commercial loads. We have fdcuse
working set. Only FFT, Ocean, and Radix have important s&con on recovering the computational part of the state of an agfiin.
working sets large enough to overflow our L2 caches. In Radix,  Further work is required to fully flesh out the details whervRe

use 4 million keys instead of the default 256 thousand. In, T has to recover in the presence of external network commtiniica
use 1 million complex numbers instead of the default 64 tands ~ and disk activity. These issues have to be addressed tonprese
These inputs are needed to get a long enough running time, bug fair evaluation of ReVive on commercial workloads. We keav
result in larger working sets for these applications. Beedaoth these issues for future work.

the first and the second working sets of Radix are larger than o Another characteristic of commercial workloads is thatythe
L2 cache, we expect ReVive to exhibit close to worst-castoper  tend to have high miss rates. As a result, ReVive could induce

mance on this application. high overheads in error-free execution. In practice, thetap-
plications used in our evaluation covers a range of miss tit
Total # of Global includes those typically found in commercial workloads.e&p
Application | Problem Size Instructions | L2 Miss Rate ically, the number of L2 misses per 1,000 instructions in &+
Barnes 16K particles 1230M 0.05% plications ranges from 0.06 in Water-Sp to 6.4 in Ocean afd 9.
Cholesky | tk29.0 1224M 0.26% in Radix. This range covers typical miss rates in OLTP an@moth
FET 1M points 468M 1.78% commercial applications. As one example, several web sana
FMM 16K particles 1002M 0.24% OLTP applications have been reported to have around 3 misses
LU 512x512 matrix, 336M 0.07% . . R
16x16 block per 1,000 instructions [2]. Consequently, ReVive overkeaith
Ocean 258x258 grid 270M 2.02% commercial workloads should not be higher than those wertepo
Radiosity -test 744M 0.15% here.
Radix 4M keys, 186M 2.51%
radix 1024 6 Evaluation
Raytrace car 612M 0.26%
w:g‘?\l 5 ngg e 1953744'\& g-égz’ To evaluate ReVive, we examine three issues: overhead in
- u . 0 ; f
Water-Sp 1728 molecules S70M 0.05% error-free execution, storage requirements, and recaxashead.
Table 4. Characteristics of the applications. 6.1 Overhead in Error-Free Execution

To evaluate the impact of ReVive on error-free execution, we

Overheads in Error-Free Execution. The applications simulated compare ReVive to a baseline system that includes no regover
have smaller problem sizes and run for shorter periods thaln r support. As explained in Section 3.3.1, the sources of pedace
life workloads. We need to consider how these issues affect t o\ erhead in error-free execution with ReVive are parity lagclip-
way we model ReVive error-free overheads, namely maintgini  gates, and checkpoint generation. For given cache sizestaad
logs and parities, and establishing checkpoints. machine parameters, the overhead of parity and log updatiegym

The overhead of keeping logs and parities is dominated by par depends on the characteristics of the application beinguiad.
ity updates, which are both more expensive and more frequent The overhead of checkpoint generation depends on the fnegue
Parity overhead depends on the rate of write-backs whicta, to of checkpointing. To better understand these overheadsré&B
large extent, is proportional to the cache miss rate. In daus shows the performance overhead of our mechanism uUsigl
lations with the small problem sizes of Splash-2, we redubed  parity and with checkpoints performed every 10iGs10ns) and
cache sizes to preserve the cache miss rates. Therefolegtfiieg with an infinite checkpoint intervaldpl nf ). For comparison, we
and parity overheads that we measure in the simulationsldhou also show the results of our scheme when mirroring is useddds
match those that would be observed in a real system. of parity (as described in Section 3.2.1), for the same gheick
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Figure 8. Performance overhead of ReVive in error-free execution.

frequencies: once every 10m&p(LlOnsM and with an infinite
checkpointinterval@pl nf M. The Cpinf and CpInfM bars reveal
the overheads of logging and parity maintenance with 7+itypar
and mirroring, respectively. The difference between Cpd.@md
Cplnf, and between Cp10msM and CpInfM, represents the over-
head of establishing checkpoints every 10ms, uging1 parity

and mirroring, respectively.

The average overhead of logging and parity maintenance is
low, 2.7% for 7+1 parity (Cplnf) and 1% for mirroring (CpInfM
In applications with important working sets that do not fittire
L2 cache (FFT, Ocean, and Radix), this overhead can be high. |
reaches 11% in Radix.

The overhead of establishing checkpoints every 10ms idlysua
small, but it can be relatively high, as in FFT and Ocean. When
checkpoint is established in these applications, almbsinak in
their caches are dirty, so the checkpoint takes close totwase
time. In FFT, this effect combines with the high logging aredity
maintenance overheads for an overall overhead of 22%, tfhesi
overhead we observe in any of the twelve applications. thigar-
tant to note that a checkpoint interval of 10ms is the leagtrible
end of the spectrum for our scheme. Increasing the checkimein
terval or simply using mirroring instead of parity can reeube
overhead to 10% in FFT. When mirroring is used and the check-
points are infrequent, the overhead is reduced to 5% on FET an
1% on the average.
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Figure 9. Breakdown of network traffic in Cp10ms.
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ReVive can be designed to be configured at boot time to support
parity or mirroring. If the machine is mostly going to run dpp
cations that exhibit good caching behavior, the perforreaner-
heads are small and parity should be used to reduce the memory
space overhead (Section 6.2). For applications with paa@ting
behavior, a tradeoff exists between memory space overteats
performance: mirroring is faster but uses more memory. &hre
ity, parity and mirroring need not be used in a mutually egile
fashion. For example, a small part of the memory can be piexrlec
by mirroring, while the rest is protected by parity. Caredlibca-
tion of frequently used pages into the mirrored region sthoesult
in low overheads, as most of the memory modifications result i
mirroring updates, while reducing the memory space ovel$ea
as most of the memory space is uses the efficient parity apiproa

To help understand the overheads observed, Figures 9 and 10
show the network and memory traffic in the machine with the
Cp10ns configuration. The breakdown of the traffic is as fol-
lows: RD/ RDX represents the traffic due to supplying the data on
cache misse€xe WBis the traffic due to writing back dirty lines
to memory in regular executio@kp WBis the traffic due to writ-
ing back dirty lines when checkpoints are established3is the
traffic of writing data to the logsPAR is the traffic due to parity
updates (for both data and logs). Traffic showrRE¥ RDX and
Exe WBis the same as in the baseline system. Traffic shown as
Ckp WB, LOG andPAR is caused by ReVive. If mirroring was
used instead of parity, the network traffic would stay the san
in Figure 9; the memory traffic would change only in tHR&R
would shrink to one-third of its size.

Figures 9 and 10 show that, for most of the applications, both
the network and the memory traffic are low, without or with Re-
Vive. The exceptions are FFT, Ocean, and Radix, where tiiaffic
already high in the baseline system. For these three afiplisa
the additional traffic, mostly resulting from parity maingnce,
further degrades the already poor performance.

6.2 Storage Requirements

ReVive requires additional memory space to store disteidbut
parity and logs.
Parity Storage Requirements.To keep the hardware simple, the
number of nodes should be a multiple of the parity group dize.
addition, the latter should be a power of two, so that to deites
which node has the parity page for a given group, we can use a
trivial implementation of thenod operation. With7 + 1 parity,
88% of the main memory is used for data, while 12% is used for
parity. We can reduce this requirement by employing largeity
groups. However, doing so slows down recovery and increases



the risk of contention in the home of a parity page belongmgt 7 Related Work
particularly popular parity group. If mirroring is used fead of

parity, the overhead is 50% of the memory. The work most related to our distributed parity mechanism is
Log storage requirements. Figure 11 shows the maximum log  [20], whichimplements a software-only checkpointing meusm
size for different applications for the Cp10ms configumatias- where special nodes store parity information. Our workedsf

suming that logs for two most recent checkpoints are kept. As rom [20] in several important aspects. First, we use harevia
we can see, the largest log is about 2.5MB. With the conseevat maintain the parity, which significantly reduces the parfance

assumption of a log growing proportionally to the checkpdin overhead. Second, we overlap parity maintenance with Liegfu
terval, that yields 25MB for a checkpoint interval of 100nis.  €cution, while [20] performs all parity maintenance whitsab-
reality, we expect the actual size to be significantly lesgpager ~ lishing a checkpoint. As a result, the time needed to estalali
intervals allow more filtering out of redundant log entri@e¢-  checkpointin [20] is a few seconds, instead of a few milisets
tion 3.2.2). with ReVive. Third, we distribute our parity across the syst

rather than keeping it on a few dedicated nodes that can keecom
@22 potential bottlenecks in [20]. Fourth, our parity is updhte a
§ 20 _ memory line granularity, as opposed to the page granulasiégd
S5 in [20]. Finally, we protect the entire main memory with owarp
S0 ity, rather than just the checkpoint data as in [20]. Pratecthe
g 05 o |:| o _ o |:| entire memory could make it easier to prevent loss of infaiona

0 8 z £ = 2 5 2 2 8 T 5.5. 8 about recent external I/O operations when an error occurs.
§ é vOE 8 % L4 % § ég g2 % The work most related to our log-based rollback mechanism
© . . = is [13], where a snooping device is attached to the bus te-inte

Figure 11. Maximum log size in the Cp10ms configuration. cept write-back and write-miss operations and log previahses

of modified memory lines. Our mechanism differs from the one
proposed in [13] in several important ways. First, ReVidewas
recovery from errors that occur anywhere in the system,enthié
design in [13] recovers from errors in the processor and &ach
as well as from some operating system errors. Second, we use
main memory to store the logs, whereas the logs in [13] aredto

on their dedicated bus-snooping device. Our approachtseisul
higher flexibility in choosing how much memory is dedicated t
6.3 Recovery Overhead logging, while allowing us to store the logs in the cost-efffee
high-capacity memory modules together with other dataalfsin

To estimate the unavailability due to an error, we trigger th  sing hardware-maintained distributed parity with a loggle-
error recovery mechanism in each benchmark 8 ms after the secyjice Jike that in [13] would be difficult.

ond checkpoint ilCp10mds committed. With a checkpoint inter-
val of 100 ms this corresponds to an error that occurs jusirbef
the second checkpoint is established, and is detected 8aters |
As discussed in Section 3.3.2, this results in maximum laskw

Overall, if we assume 2GB of DRAM memory per node and a
checkpoint interval of 100ms, each node needs 256MB fotypari
and 25MB for logs, bringing the total memory overhead of ReVi
to 14%. Increasing the checkpoint interval to one secondidvou
result in up to 25% memory overhead. In comparison, using mir
roring instead of parity could result in as much as 62% of ngmo
overhead.

Concurrently to our work, a system called SafetyNet that tar
gets some classes of system-wide transient faults has bbeen p
posed in [25]. While both ReVive and SafetyNet use log-based
. . . rollback mechanisms, Revive differs from SafetyNet in salve
gnd maximum Re\ﬁvg recovery tlmg. Figure 12.sho.ws the r.esult important ways. First, ReVive enables recovery from pernan
|rllaghReV|v§ ri%o;ﬁ? Itzlimerdu7r|ngTvt\:h|<|:hnthe TaCh'hnﬁr': u?agg?n infaults such as losing a node, in addition to the transieritsabat
(Radaili;asvvhilae the avera?gue?s 1).7ms eTt?isgci)s;rj:gonds ?0 Z%miss ( can be tolerated by SafetyNet. Second, ReVive does notraaqui
l70ms’with a 100ms checkpoint iﬁterval After adding 180 ans f any changgs to the proces_sor’s caches._ In SafetNet, gm:iplln

' the cache is augmented with a checkpoint number, which is the

lost wprk e_md 50 ms for hardware recovery, the resulting aitav checked whenever the line is modified by the processor. €urth
able time is 820 ms for Radix and 400 ms on average. If errors .

more, SafetyNet adds a 256-512KB checkpoint log buffer & th
occur one per day and all are worst-case node losses, thissres ) ;
in 99 999% ilability for Radi 4 99.9995% cache. Third, the error detection latency that SafetyNettoker-
in=9. o avallabiiity for Radix an ' 0 On average. ate is largely determined by the size of the checkpoint Idtebst

70 In contrast, ReVive uses the main memory to store its logs and

% gg o M BUndoFromLeg a result, can tolerate longer detection latencies. Finhkgause
E 40 ®Reconstruct Mem | | of ReVive's more general fault model, ReVive causes more net
g DReconstructLog | work and memory traffic, which may result in larger performan
E o overheads than with SafetyNet.
5 o 2 » L = =2 & 2 % 8 2 & 2 " While we target errors whose effect modifies the system-wide
£ g ©F - 8 3 £ B §2 58 g state, other work has targeted errors that can be contaiitbihw
5 & e 7 < a single device such as a processor [3, 16, 28, 30]. Our sclseme
Figure 12. Breakdown of the unavailable time due to an error fully compatible with such mechanisms. The lightweighitnesry
in the Cp10ms configuration. of a device-specific mechanism would be used for such device-

specific errors. Errors whose effect escapes the deviceramd e



not covered by device-specific mechanisms would be recdvere
using ReVive.

8 Conclusions

This paper presented ReVive, a new cost-effective rolllvaek
covery mechanism for shared-memory multiprocessors. \ReVi
performs memory-based checkpointing, logging, and thisteid
parity maintenance without requiring any hardware modifica
to the processors or caches. ReVive enables recovery froitea w
range of system-level errors, including total loss of a noRe-
Vive's average execution time overhead is only 6.3%, evearwh
establishing checkpoints as often as once every 100msnfsgu
an error detection latency of 80 ms, an error results in uRn&
unavailable time, including lost work. The resulting ashility is
better than 99.999% even if errors occur as frequently as pac

day.

Finally, the main memory space overhead is only 14%ef th

main memory, and external storage is not used.

The work is being extended in three ways. First, we are ex-

amining mirroring support for the most frequently accegsages

and N+1 parity for all other pages in memory, as suggested in

Section 6.1. Second, we are evaluating ReVive with comrakrci
workloads and with longer run times to use realistic cheakjrtg
frequencies. Third, we are further developing details ofiReto
support recovery in the presence of 1/O activity such as odtw
or disk access. In general, our distributed parity mecharissa
powerful building block that can be used to protect the |/@dys.

In the long term, we plan to combine ReVive with error detatti
schemes to fully evaluate error recovery.
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